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1. INTRODUCTION

Accuity’s Compliance Link is an enterprise-wide, modular solution for screening prospect, customer,
vendor and employee information, plus financial transaction data against lists mandated by
governments and AML regulatory organizations. Compliance Link was designed around Accuity’s
unrivaled compliance data and industry-leading filter engine to facilitate compliance with requirements
of programs such as the Bank Secrecy Act (BSA) and the USA PATRIOT Act, as well as the U.S.
Treasury’s Office of Foreign Assets Control (OFAC) and requirements to screen cross-border ACH
transactions (IATs). Compliance Link’s ability to cast a wide net while minimizing the operational
burden makes it best in class.

Compliance Link is interdiction screening software developed as a comprehensive solution that
enables organizations to holistically manage AML screening and compliance programs enterprise-
wide. Compliance Link is capable of screening a wide variety of data from numerous sources ranging
from financial transactions to customer and vendor information. It includes a Case Management
module that can immediately streamline your workflow and false positive reduction tools to increase
screening efficiencies.

This Administrator Guide will provide detailed instructions on how to use the application to create
the best practices within Compliance Link to fit within individual institution’s processes. It will also
serve as a useful reference tool for those individuals familiar with the application. For further questions
regarding the application or this manual please contact our Technical Support staff at
Support@Accuity.com.

© 2018 Accuity. All Rights Reserved.
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2. USER ROLES

Compliance Link allows for the creation of customizable User Roles which group different sets of
features that determine what functions a user can access within the application. Compliance Link
comes with six standard User Roles (Administrator, Application User, Lookup Supervisor, Lookup
User, Review Only, and Supervisor). This section describes how to add/edit custom User Roles.

» NOTE: A prerequisite to creating/modifying User Roles is to have the

Institution Management feature set. By default, users with the Administrator User
Role have the Institution Management feature set.

2.1.Feature Sets

This section includes a comprehensive listing of all feature sets including descriptions.

» NOTE: Depending on your implementation of Compliance Link, this listing
may include feature sets that are unavailable to your Institution. For more

information, please contact ComplianceLinkInfo@Accuity.com.

2.1.1. Application Features

e Automated Screening Lookup — Ability to access the Automated Screening Lookup tool
which allows for real-time import and screening of records into an Automated Screening
dataset.

e Batch Maintenance — Ability to access the Batch Maintenance screen, which allows for
search, review, and deletion of previously screened files.

e Good File Preload — Ability to perform a Good File Preload. For more information please
review the Good File Preload section of this User Manual.

e ILS Activity History — Ability to search on previously performed lookups.

e ILS Custom Lookup — Ability to perform Custom Lookups.

e ILS Lookup — Ability to perform Interactive Lookups.

e Manage File Specifications — Ability to add new and modify current File Specifications.

e Review/Search Matches — Ability to perform Match, Transaction, and Case Review
searches. Also includes access to Match Inbox and provides the ability to change the status of
accessible matches.

e Screen a File — Ability to perform Simple and Custom Screenings of batch files.

e Search Good File — Ability to search on and inactivate Good File records.

© 2018 Accuity. All Rights Reserved.
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2.1.2.

Search Matches (Read-only) — Ability to perform Match, Transaction, and Case Review
searches. Also includes access to Match Inbox, but this feature set does not allow for the
changing of match statuses. This is for Compliance Link matches only, not Automated
Screening Manager.

Application Configuration

Automated Screening Case Admin — Ability to access all Automated Screening cases,
including cases in final status and cases with no matches.

NOTE: If a user has multiple roles that are mapped to feature sets that include Case
Search, it should only be seen once. Having this feature set will mean that
the user should see the “admin” version of the case search screen in
Automated Screening Manager.

Commodity List Manager — Ability to access the Commodity List Manager tool to add/edit
MLCWLXML files. For more information please refer to the Commodity List Manager
User Guide.

Controlled Goods Manager Admin — Ability to access Controlled Goods Manager to
add/edit Controlled Goods Policies for screening against Dual-use Goods lists. For more
information please refer to the Controlled Goods Manager documentation.

ILS Configuration — Ability to configure Fields and Screening Profiles in the Interactive
Lookup System.

Institution Management — Ability to access Institution Summary and Search Institution
pages. This is a prerequisite to User Management, Manage GWL Subscriptions and User
Activity Audit Trail reports.

Manage Dictionaries and Char. Map — Ability to upload Synonym Dictionaries and
Character Mapping files.

Manage GWL Subscriptions — Ability to add/remove Global WatchList lists from an
Institution’s subscription. (Must have Institution Management feature set).

Manage Private Lists — Ability to upload Private Watch Lists (PWL) into Compliance Link
from Private File Creator.

Private List Manager — Ability to access the Private List Manager tool to add/edit private
UPIDGWL data files. For more information please refer to the Private List Manager User
Guide.

User Activity Audit Trail — Ability to access and export User Security Audit and User
Application Audit reports. (Must have Institution Management feature set).

© 2018 Accuity. All Rights Reserved.
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2.1.3.

User Management — Ability to create/modify User Roles, add/edit/delete Users, and
add/edit User Groups. (Must have Institution Management featute set).

Workflow Management

Automated Screening Workflow — Ability to configure Automated Screening Manager
workflow including Assign Hierarchy and Dataset Workflow stages.

Case Management Configuration — Ability to create folders, Assignment Rules, Forwarding
Rules, and general Case Management workflow.

False Positive Reduction Rules Management — Ability to add, edit, and/or inactivate False
Positive Reduction Rules.

Manage Review Notes — Ability to add, edit, and/or inactivate standard Review Notes.

Match Status Management — Ability to create and/or inactivate Custom Match Statuses.
(Must have Case Management Configuration feature set).

Risk Scorecard Management — Ability to add and inactivate Risk Scorecards.

Screening Profile Management — Ability to add, edit, inactivate Screening Profiles for batch
screening.

View Dashboard — Ability to view the Dashboard screen.

2.2.Adding User Roles
Add a New User Role

1.

Click on the Institution Summary link in the sidebar. If your Institution is running in Service
Bureau mode, this link will say Search Institutions. Click on the Institution in which you
would like to create a new User Role.

Click on the Add User Role button on the right side of the screen.
Enter a name for the User Role.
Choose the feature sets to add to the new custom User Role.

Click on Save to create the new User Role. Clicking Cancel will return to the Institution
Summary screen and clicking Reset will reset the screen.

© 2018 Accuity. All Rights Reserved.
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© Add Custom User Role

» = Required Field
Status: Active

User Role Features «

Application Features Application Configuration Workflow Management

[7] case Management Configuration

[7] gatch Maintenance [*] commodity List Manager

[7] Good File Preload [Z1 1Ls configuration [] False Positive Reduction Rules Management
[T 1L Activity History [] institution Management [7] Manage Review Notes

(7] 1LS custom Lookup [C] manage Dictionaries and Char. Map [C] Match Status Management

(7] 1S Lookup [C] Manage GWL Subscriptions [CIRisk Scorecard Management

[7] Manage File Specifications [C] Manage Private Lists [l screening Profile Management

[C] Review/Search Matches [C] user Activity Audit Trail [7] view Dashboard

[7 screen a File [T] user Management

[ search Good File
[7] Search Matches (Read-only)

Edit a User Role

1. Click on the Institution Summary link in the sidebar. If your Institution is running in Service
Bureau mode, this link will say Search Institutions. Click on the Institution in which you

would like to create a new User Role.
2. Click on the User Role to edit.
3. Enter a Name for the User Role.
4. Choose the feature sets to add to the new custom User Role.

5. Click on Save to create the new User Role. Clicking Cancel will return to the Institution
Summary screen and clicking Reset will reset the screen.

© Add Custom User Role

» = Required Field
Status: Active

User Role Features «

Application Features Application Configuration Workflow Management

[7] case Management Configuration

[7] gatch Maintenance [*] commodity List Manager

[7] Good File Preload [Z1 1Ls configuration [] False Positive Reduction Rules Management
[T 1L Activity History [] institution Management [7] Manage Review Notes

(7] 1LS custom Lookup [C] manage Dictionaries and Char. Map [C] Match Status Management

(7] 1S Lookup [C] Manage GWL Subscriptions [CIRisk Scorecard Management

[7] Manage File Specifications [C] Manage Private Lists [l screening Profile Management

[C] Review/Search Matches [C] user Activity Audit Trail [7] view Dashboard

[7 screen a File [T] user Management

[ search Good File
[7] Search Matches (Read-only)

© 2018 Accuity. All Rights Reserved.
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3. ADDING & EDITING USERS

Only users with the User Management feature set can add or edit users.

Add a New User Using Compliance Link Authentication (User ID and Password)

1. Click on the Add User link in the sidebar.

2. Fill out the information fields relating to the new user. All mandatory fields are marked by a
red dot “*”.

3. Choose the Roles for this user. For more information about User Roles please refer to the
User Roles section of this Administration Guide.

» NOTE: No two users can have the same User ID.

4. Click on Save to create the new user. A new screen should appear displaying that the new user
was created successfully.

Add a New User Using External Authentication (Not available on Accuity-Hosted)

1. Click on the Add User link in the sidebar.

2. Fill out the information fields relating to the new user. All mandatory fields are marked by a
red dot “”.

» NOTE: If External Authentication is chosen, Compliance Link will
authenticate the user using the External Authentication Identifier (LDAP User
Name) and the Password fields will be un-used. For more information please refer
to the Compliance Link Installation Guide or contact Technical Support.

» NOTE: Click on the Search button to look-up External Authentication users
from the LDAP server configured in Compliance Link. For more information
please refer to the Compliance Link Installation Guide or contact Technical
Support.

3. Choose the Roles for this user. For more information about User Roles please refer to the
User Roles section of this Administrator Guide.

4. Click on Save to create the new user. A new screen should appear displaying that the new user
was created successfully.

© 2018 Accuity. All Rights Reserved.
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2 User Information

‘ » The user NewUser was created successfully.

Edit an Existing User

1. Click on the Search Users link in the sidebat.

2. Enter the search criteria:

a. First Name

b. Last Name

c. UserID
d. Email
e. Status (Active/Inactive)

& Search For User

First Name:
Last Name:
User ID:
E-Mail:

Status: | __ gaojact -

» NOTE: To search for all users leave all fields blank.
1. Click on Search.
2. Click on a User ID that you would like to edit.

3. Make necessary changes to the User’s information. All mandatory fields are marked by a red
dot C‘.7’.

4. Click on Save to save.

© 2018 Accuity. All Rights Reserved.
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If the uset’s status is Inactive, he/she will be unable to sign into the application.

If a user is locked out (reported by an error message), the User Management user will be able to restore
the login by clicking on the Unlock User button on the User Information screen for that user. The
User Management user may need to change the uset’s password if it has been lost/forgotten before
the user can sign in again.

Change a User’s Password

1. Click on the Change Password button from the User Information screen.
2. Enter the New Password.

3. Re-enter the New Password.

4. Enter the Password Hint.

5. Click Save.

» NOTE: Always change the password first. Then, go to main user screen and
make changes. Making changes on the main screen without saving and then
clicking Change Password resets any changes made to the user information.

» NOTE: If External Authentication is being used, User Management users will
not be able to change passwords within Compliance Link. They must be changed
on the LDAP server configured in Compliance Link. For more information please
refer to the Compliance Link Installation Guide or contact Technical Support.

3.1. Setting Web Service credentials for WS-Security

Currently only applicable for Automated Screening Manager (ASM) Web Services (Import and
Screening Service and Case Management Service). There is further details in this guide explaining the
features and functionality of ASM.

An Access ID and Password will need to be created on the Institution Summary Page (Web Service
Access Credentials) to use the ASM web services. Please see the programmers guides and installations
guides for these services.

© 2018 Accuity. All Rights Reserved.
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3.2.Adding & Editing Institutions

Only users with the Institution Management feature set can add or edit institutions and institutions
can only be added in Service Bureau Mode accounts.

» NOTE: For more information regarding Service Bureau Mode accounts please
contact your Account Manager or email Support@Accuity.com.

3.3.Adding Institutions

Add a New Institution

1. Click on the Add Institution link in the sidebat.

2 Add Institution

+ = Required Field

Name:

Status: [ __gojact - v |s

Online Compliance External ID:
Controlled Goods External 1D:
Controlled Goods Private Key:

Allowed IP Addresses:
Allowed File Types:

Mark Changed Records: [ o't check fields for changes v

Require Review Notes:
Payment Formats:
Allow Screening File Downloads:
Enable Lookup Module:
Automated Screening Manager:
Automated Screening Manager Notifications:
Commeodity List Manager:
Controlled Goods Manager:
Private List Manager:
Case Management: jnactive

e et | e | R Goe oogemer

2. Enter the Name of the institution.
3. Change the Status to Active.

4. Enter the Online Compliance External ID. This is an authentication code for direct access
to external websites. Accuity provides this code for access to Online Compliance, Accuity’s

© 2018 Accuity. All Rights Reserved.
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10.

11.

12.

13.

online enhanced due diligence research tool. For more information regarding Online
Compliance please email Support@Accuitv.com.

Enter the Controlled Goods External ID. This is an authentication code for direct access to
Controlled Goods Manager. For more information regarding Controlled Goods Manager
please email Support@Accuity.com.

Enter the Controlled Goods Private Key. This is an authentication code for direct access to
Controlled Goods Manager. For more information regarding Controlled Goods Manager
please email Support@Accuity.com.

Enter the Allowed IP Addresses for user logins for this institution. If left empty, no IP
Address validation will occur. All IP Addresses entered will have a default wild card. Please
note the limit of 100 characters.

Add or remove applicable Allowed File types for the institution. These extensions will be
enforced during file uploads if added. Extensions should be comma separated. Ex: ([ TXT,
.Z1P, .PDF)

Choose the Mark Changed Records options.

a. Don’t check fields for changes — Compliance Link will mark records as Changed only
when the field causing the match has changed.

b. Check all fields for changes — Compliance Link will mark records as Changed when any
input field has changed.

c. Check only Screening Fields and Match Field for changes — Compliance Link will
mark records as Changed when any of the Screening Fields or Match Field changes.

Check the Require Review Notes box to require users to enter Review Notes when making
status changes in Compliance Link and Automated Screening Manager.

Check the Payment Formats box to enable the Payments File Specifications in the dropdown
lists when screening a file, Good File Pre-Load, and Auto File Transfer.

» NOTE: You must purchase the Payments module from Accuity in order to
have access to the Payment File Specifications.

Check the Allow Screening File Downloads to allow users to download the original file
screened from the Batch Detail screen.

Check Enable Lookup Module to allow for use of the Interactive Lookup System. For more
information please refer to the Interactive Lookup System section of this Administrator
Guide or contact Support@Accuity.com.

© 2018 Accuity. All Rights Reserved.
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14. Check Automated Screening Manager to allow for use of the Automated Screening Manager
module. For more information please refer to the Automated Screening Manager section
of this Administrator Guide or contact Support@Accuity.com.

15. Check Commodity List Manager to allow for use of the Commodity List Manager application.
For more information please refer to the Commodity List Manager Administrator Guide
ot contact Support@Accuity.com.

16. Check Controlled Goods Manager to allow for use of the Controlled Goods Manager
application. For more information please contact Support@Accuity.com.

17. Check Private List Manager to allow for use of the Private List Manager application. For more
information please refer to the Private List Manager Administrator Guide or contact
Support@Accuity.com.

18. Click Save.

3.4.Editing Institutions

Review an Institution’s Settings

1. Click on the Search Institutions link in the sidebar.

2. Enter the Institution Name, Status, and/or Institution Account Number. If these are left blank
all Institutions will show on the search results screen.

2 Search for Institution

Institution:
Status: LI

Institution Account Number:

3. Click on Search.

© 2018 Accuity. All Rights Reserved.
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® Search for Institution Results

Search Criteria:
Bank/Account Name: Product

Bank/Account Name

Product Demo Active

4. Click on the Bank/Account Name you wish to review. You will then get the Institution
Summary Information page. Bank/Account Name and Institution ate interchangeable.

@ Institution Summary Information

Inactive items are marked with an *

Account: Sample
Account Numbers: 12345 Edit Account Numbers

User Roles: Administrator
Application User
Lookup Supervisor
Lookup User
Review Only
Supervisor

Add User Role
User Groups: Default Group Add User Group
New Sample
Users: Mike Vaughn (New Sample)

* Mikel vaughni (Default Group)
User Security Audit
User Application Audit
Subscribed Lists: Accuity's OFAC List Edit List Subscriptions

Accuity OFAC Enhancements
US PEP List powered by WorldCompliance
PEP List powered by WorldCompliance

AutoPFC import
somethingMORE

3.4.1. Edit Institution
Edit an Institution

1. Click on the Edit Institution button.
2. Change the necessary fields and click Save.
3. To deactivate Case Management, click on the Deactivate Case Management button.

» NOTE: If an institution has Inactive or Pending for its status, no users will be
able to log in at that institution, and any screenings done by the multi-processor
for account numbers assigned to that institution will cause errors.

© 2018 Accuity. All Rights Reserved.
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3.4.2. Edit Account Numbers

If you choose to use Compliance Link in Service Bureau mode you may add or edit account numbers.
Account Numbers are used to identify which child institution a match is sent. For instance, if a parent
institution is screening a file consisting of records from 3 separate child institutions, each record would
reference an Account Number and be routed accordingly.

Add or Edit Account Numbers

1. Click on the Edit Account Numbers button to update or delete current account numbers.

2. To add a new account number, enter the number in the Institution Account Number field and
click on Add Account Number.

3. Click on Institution Summary Information to return to the Institution Summary page. The
Institution Summary page gives you a high-level overview of the Institution, including Users,
User Groups, and Global WatchList subscriptions.

Account Numbers : Test1 Institution Summary Information

Current Account Numbers: [~ 12345

To delete an account number, click the checkbox next to the account number and click Delete Checked button

Delete Checked
Institution Account Number: Add Account Number

» NOTE: No two institutions can have the same account numbet. If you try to
add an account number that already exists at another institution within your group,
you will get the following error: Duplicate Institution Account Numbers are not
allowed.

3.5.User Groups

User Groups are important to understand when using the Interactive Lookup System and Automated
Screening Manager. You can add users to specific User Groups and these User Groups define whether
an ILS user will have the ability to review matches from ILS. Additionally, workflow and case
assignment in Automated Screening Manager is based on the user group.

3.5.1. Add/Edit User Groups
Add a New User Group

1. Click on Add User Group.
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® Add User Group

Account: product Management

Group Name:

oo e [t

2. Enter the Group Name.

3. Click on Save. This User Group can now be assigned to new or existing users.

Edit an Existing User Group

1. Click on the existing User Group name.

® Edit User Group

Account: product Management
Group Name: pmap
Group Email:

Status: | active [v]e

e

® User Group Members

Userone Juan Perez Active

2. Make necessary changes to Group Name, Group Email, and/or Status.

3. Click on Save to save changes made to the User Group. Click on Reset to eliminate all changes
made or click on Cancel to go back to the Institution Summary Information screen.

Edit an Institution’s Users

1. Click on a current user to update or delete the record, or Add User to add new users. Specific
instructions dealing with adding and editing users can be found in the Adding & Editing
Users section.

a. If a user is locked out, an Administrator will see an Unlock User button on the User
Information screen for that user. Click on the Unlock User button and the user will be
able to try again. You may need to change the user password, if the user has forgotten it.

b. To edit a current user, click on the name of the user. You will get the User Information
screen. Make any necessary changes and click on Save to save.
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» NOTE: The users added on this screen ate specific users to the child institution,
not a user at the parent institution. Enter the institution and users through these
screens if you are screening for multiple institutions. If you are only screening for
a single institution, use the Add User/Seatch Users links in the main menu.
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4. FILE SPECIFICATIONS

File Specifications can be considered the structure, or file format, of the file to be screened. These can
be customized for proprietary data or the standard payment format File Specifications for ACH (and
ACH-IAT), Fedwire, and SWIFT can be purchased from Accuity. For more information contact your

Account Manager or ComplianceLinkInfo@Accuity.com.

Create a New File Specification

1. Click on the Add Specification link in the Compliance Link sidebar.

2. Enter the Name of the File Specification.

Add New File Specification

« = Required Field

Hame:
Format: _select-- x|«

Contains Account ID: [

I e

3. Select the Format of your file (e.g. Fixed Width, Delimited).

» NOTE: If you are attempting to screen standard formatted transaction files
consisting of ACH (including IATSs), Fedwire, or SWIFT transactions, a File
Specification for such file formats in embedded within Compliance Link. If the
standard payment format File Specifications do not appear in the File Specification
drop-down, your version of Compliance Link does not have the payments module
activated. To enable transaction screening, please contact your account
representative or email Support@Accuity.com.

4. If your file is delimited, enter the Delimiter and Text Qualifier for your file in the boxes
provided.

5. Click on the Save button to create a new File Specification. To reset the data and begin the
process with blank fields, without saving, click on Reset. To cancel what you have entered
without saving, click on Cancel.

» NOTE: If your file includes records for multiple institutions and you have
included the account IDs/numbers in your file, click on the Contains Account ID
field. You cannot add or remove the Account ID field once you have created a
new File Specification. If you need to add the Account ID field, create a new File
Specification and click the Contains Account ID field before submitting the File
Specification. On the next screen, you will need to indicate which field you have
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added that contains the account number. If you need to delete the Account ID
field, you must delete the specification, restart the process and deselect the
Contains Account ID field before creating the File Specification.

2 Add New File Specification

+ = Required Field

Hame: new Spec

Format: peimited /.
Contains Account ID: ¥
Delmiter: |

Text Qualifier: -

1. Enter the field Name.

2. Enter a Sort Order to indicate the order in which the fields appear in your input file.
3. Choose whether the field is a Screening Field.

4. Choose whether the field is 2 Unique Field.

5. Choose the Data Type from the dropdown list. If no data types match the expected input data,
choose Unspecified.

» NOTE: For Commodity Screening, use the Commodity Name, Commodity Routing and
Commodity Country fields. Commodity Name is used for fields that will contain commodity
information or descriptions. Commodity Routing is used for fields that will contain station or
routing codes (i.e. ORD => US) that are mapped to ISO Country Codes using the routing
mapping file. Commodity Country is used when the field contains country information instead
of station codes (i.e. DE, Germany, and Deutschland). Whenever any fields in a File
Specification are marked as Commodity Type data, the Commodity Screening Engine will be
invoked during screening. Normal GWL/PEP Screening and Commodity Screening can be
used simultaneously.

6. Click Save.
7. Repeat Steps 1-6 for all of the fields in your input file.
A single field must be selected as the Unique ID. A Unique ID is a value unique to that record and

not duplicated elsewhere in the file. The Unique ID is used in the Good File to identify a record that
has been previously screened.
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Multiple fields can be selected (at least one must be selected) as Screening Fields.

These fields are used with the Screening Fields Only screening option. When the option is selected
only “screening fields” will be filtered against the Global WatchList but all fields will be written to the
match database. This feature can be very useful if your screening file contains data that does not need
to be matched against the Global WatchList (i.e. department names, addresses, postal codes).

If Compliance Link is running in Multiprocessor Mode (Service Bureau), you must have at least one
field that is indicated as an Account ID (if Account ID Field = Yes). The Account ID is used to
distribute matches to more than one Compliance Link account from a single batch.

Field Name and Sort Order are required for each field. You cannot use the same Field Name or Sort
Otrder for multiple fields. If you need to make a change to a field after clicking on Save, click on the
Edit button at the top of the page and you will be able to choose a field to update.

To remove an existing specification click on the Delete button at the top of the page and the entire
specification will be deleted. File Specifications can only be deleted if no batches are associated with
the File Specification.

> NOTE: You must not assign the same field as Unique ID AND Account ID.
They must be two separate fields in your file with different data.
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® Modify Field List for Demo

e Lo |

Format: Delimited Delimiter: ,

Text Qualifier: " Account ID Field: No

+ = Required Field
One Unique Field and at least one Screening Field is required.

Field Name Screening Field|Unique Field Data Type _
1 X X

ID Customer Unique ID m
Name 2 X Name - People m
Company 3 X Name - General m
Address 4 X Unspecified m
City 5 Unspecified m
State 6 X Unspecified m
Country 7 X Country Name m
Filler 8 Unspecified m
Code 9 Unspecified m
o0 [+ O O Unspecified vl

Example:

"ID", " Name", " Company ", " Address ", " City", " State ", " Country ", "Filer", " Code ", ""

If your file is fixed width, you will not be asked for the Delimiter and Text Qualifier but will be taken
directly to the following screen to enter the specifics about the fields. You will need to enter the Field
Name, the Start Position, the Field Length and Data Type for each field. You cannot use the same
Field Name for multiple fields. Indicate one field as the unique identifier and any other fields that are
“screening fields”.

» NOTE: Fields are truncated after 4,000 bytes.

© 2018 Accuity. All Rights Reserved.
Page 23 of 133



Compliance Link
Version 3.4 Administrator Guide 0

® Modify Field List for Fixed Length

Format: Fixed Width

= Required Field
One Unique Field and at least one Screening Field is required.

Field Name Field Length|Screening Field|Unique Field Data Type _
1 9 X

Acct Number Customer Unique ID m
Full Name 10 55 X Name - People m

ol66 |e 0 ‘ O O Unspecified [v]

Modify an Existing File Specification

1. Click on the Modify File Specification link in the sidebar.

2. Choose the file you wish to modify from the drop down list of existing File Specifications.

® Select File Specification

File Specification: -

= CIF
CreditUnion1

Test

3. Click on Submit.
4. Click on the Edit link next to the field you wish to update.

» NOTE: You can see the format type and, if delimited, the delimiter and text
qualifier for each File Specification. If you wish to change the delimiter and/or
text qualifier, click on the Edit button at the top of the page. Remember that you
cannot change the option “Contains Account ID”. If you wish to delete the entire
File Specification, click on the Delete button at the top of the page.

» NOTE: If a File Specification was used for an existing batch, you will not be
able to delete it until all batches for the File Specification have been deleted first.

Once you click on Edit next to an existing field, in addition to being able to update the data for that
field, you can also click on the Delete button to the right of the field to delete the field entirely.
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5. BATCH QUEUE

You can check the status of all batches on the Batch Filter Process Log/Queue screen. Only users
with the Batch Maintenance feature set have this option. Click on the Batch Queue link. You will see
the last completed batch, and then any batches that are currently running, failed (within the last week),
ran successfully on the current day, or in line to be run. You will see Not Displayed for the File Name
and User ID if the batch was submitted by a user at another account. You will also see a note at the
bottom of the screen that tells you when the last batch was run, and when the next one is scheduled
to start.

If a batch fails, you will see a status of “Error”, and you will receive a failure email. Possible causes of
an error could be that the File Specification does not match the uploaded file’s format, or the file name
is too long, or the file was improperly compressed (zipped), or too many error records exist. Another
possible cause, though rare, of a batch failure is a server issue. Please try again and if it still fails, email
Support@Accuity.com.

@ Batch Filter Process Log/Queue

7036 ProductDemo 1AT file. txt Waiting
7035 ProductDemo OFAC.csy Waiting

Last batch ran at 2008-11-04 09:59:56.0
Next batch scheduled to run at 2008-11-04 10:00:56.0
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6. MANAGE LISTS

Compliance Link is driven by Accuity’s Global WatchList (GWL) data which provides Compliance
Link users the most comprehensive sanctions and enhanced due diligence database. Updates to
specific lists within GWL are often random and frequent, making it ever important to be confident
that screening is being performed against the most up-to-date lists. Compliance Link provides the
ability to show a full history of all updates to all lists by using the Search Global WatchList History

page.

Additionally, there may be a need for screening against lists that are not a part of Accuity’s GWL
database. These may be lists that are internal and specific to each and every customer. The Manage
Lists screen is used for uploading these types of private watch lists created using Accuity’s Private File
Creator (PFC) or Private List Manager (PLM), or commodity watch lists (CWL) created by the
Commodity List Manager (CLM). For more information regarding Private List Screening please

contact ComplianceLinkInfo@Accuity.com. For more information regarding Commodity Screening
please contact ComplianceLinkInfo@Accuity.com.

6.1.Global WatchList History

The Global WatchList History screen shows all historical updates to all of the lists within the
institution or the account. This includes when the update occurred and how many additions, changes,
and deletes were a part of the update. This is useful to ensure that the lists are being updated in a
timely manner and screening is being performed against the most up-to-date lists.

Search Global WatchList History

1. Click on the Manage Lists link in the sidebat.
2. Click on Search Global WatchList History.
3. Choose the search criteria.
a. List Name — All Global WatchList and private watch lists assigned to the account.
b. Uploaded To/From — Date when the watch list was uploaded to Compliance Link.
4. Click on Search.

5. Click on Export CSV to export an electronic report of watch list updates. (Optional)

6.2.Manage Private Watch Lists

Private watch lists are created using Accuity's Private File Creator, Accuity’s Private List Manager, or
Accuity’s Commodity List Manager and should be in MLGWLXML.zip, MLUPIDGWL.zip or
MLCWLXML.zip format when being loaded into Compliance Link. Once uploaded, these lists are
automatically assigned to your account and can be used for screening immediately.
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Watch lists uploaded to the account can be updated or inactivated at any time.

6.2.1. Upload/Update Private or Commodity Watch Lists
Upload/Update Private Watch List Data

1. Click on the Manage Lists link in the sidebar.

2. Click on Update Private List Data.

3. Browse for the MLGWLXML.zip, MLUPIDGWL.zip or MLCWLXML.zip file.
4. Click Save to upload/update the private watch list.

Clicking on the Reset button will clear all fields. Clicking on the Cancel button returns you to the
Manage Lists screen without editing the folder.

6.2.2. Inactivate Private or Commodity Watch Lists
Inactivate a Private Watch List

1. Click on the Manage Lists link in the sidebar.
2. Click on the List Name.
3. Change the Status dropdown.

4. Click Save to change the status.
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7. MANAGE SCREENING OPTIONS

The Manage Screening Options screen is the screen from which you can manage Screening Profiles,
Risk Scorecards, Character Mapping files and Synonym Dictionaries.

7.1.Screening Profiles

Screening Profiles are used to simplify the day-to-day job of screening batches in Compliance Link.
They determine the settings/configurations that are used during the screening process which include
but are not limited to screening algorithms, Risk Scorecard used, and Global WatchList files. Once
you have set up and save a screening profile you, or your users, can reuse it in subsequent screenings.

Add a New Screening Profile

1. Click on Manage Screening Options from the sidebat.
2. Click on Manage Screening Profiles.

3. Click on Add New Screening Profile.
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® Add Screening Profile

» = Required Field
Screening Profile Name: .

Screening Algorithms: ¥ Accuity Token (active for all screening)
B Fuzzy — Threshold |85 | (Valid range: 50-99%)
"] Soundex

"] Metaphone
"I Double Metaphone

Risk Scorecard: | NONE E]

Compliance Link Options: [¥! Use False Positive Reduction Rules
¥| Use Good File
"I Screen against Add/Change Lists only
Screening Options: || Match on Screening Fields only
| Remove Middle Initial
"I Ignore Vessels

Character Mapping File: | DEFAULT E]
Custom Dictionary: | NONE E]

Lists to Filter Against: (Must select at least one of the following lists) »

Select: All None [¥| Accuity's OFAC List
\¥! Accuity OFAC Enhancements

| Company Name List

“sove | conen | Reser

1. Enter the Screening Profile Name.
2. Choose which of the Screening Algorithms to use.

a. Accuity Token — Accuity Token is the standard matching algorithm built around Stop
Descriptors, Accuity’s Synonym Table, and Token-based matching. Accuity Token is used
for every screening and cannot be deselected.
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b.

Fuzzy Logic — Fuzzy Logic is based on the Edit Distance algorithm (or Levenshtein
Distance algorithm) which, using Stop Descriptors, can address many common
misspellings and typos such as insertion, deletion, transposition and substitution.

Soundex — A phonetic algorithm that indexes names by sound and matches them against
Soundex encoded Stop Descriptors. (Only used for Latin-based screening)

Metaphone — A phonetic algorithm that encodes input names with varying lengths by
their English pronunciation. These encodings are compared to encoded Stop Descriptors.
(Only used for Latin-based screening)

Double Metaphone — Second generation of Metaphone phonetic algorithm. (Only used
for Latin-based screening)

3. Choose a Risk Scorecard. For more information about Risk Scorecards please refer to the
Risk Scorecard section of this Administrator Guide. If no Risk Scorecard is selected then
no Risk Scoring will be performed.

4. Choose a False Positive Reduction Rules Pack.

5. Choose a Controlled Goods Policy. This option requires the Controlled Goods Manager
application.

6. Select or deselect the use of Good File.

7. Check Screen against Add/Change Lists only to perform Delta Screening.

>

NOTE: Delta Screening will only screen against the most recent update of the
watch lists selected. It is important to understand the implications of Delta
Screening as they fit within your Compliance procedures. Generally, Delta
Screening is performed against a master data file each time the watch lists are
updated. For more information regarding Delta Screening please contact

ComplianceLinkInfo@Accuity.com.

8. Select from the following Screening Options:

a.

C.

Match on Screening Fields Only — This option will only filter fields that have been
identified as screening fields in the File Specification. All fields (screening fields and “non”
screening fields) in a matched record will be written to the Compliance Link match
database.

Remove Middle-Initial — This option will remove the middle initial before filtering to
reduce false positive matches. Only screening fields will be affected. The text must be in
the format of Firstname [middle initial] Lastname or Lastname, Firstname [middle initial].

Ignore Vessels — This option will ignore any match where the entity type is Vessel.
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9.

Choose a Character Mapping File.

10. Choose a Custom Dictionary.

11. Pick at least one Global WatchList against which the file should be screened.

12. Click on Save to save the new Screening Profile.

Edit an Existing Screening Profile

1.

2.

3.

4.

Click on Manage Screening Options from the sidebat.
Click on the Screening Profile name to edit.
Make necessary changes to the Screening Profile.

Click on Update.

Delete an Existing Screening Profile

1.

2.

3.

Click on Manage Screening Options from the sidebat.
Click on Manage Screening Profiles button.

Click on Delete to delete a specific Screening Profile.

7.2.Risk Scorecards

Compliance Link can produce a Risk Score for each match generated through the screening process.
Risk Scores are based on Risk Scorecards which evaluate and risk rate additional data elements
involved in a match. Compliance Link compares additional data elements involved with the match
and based on those elements’ similarities/differences produces a highly-tunable score that represents
the likelihood of a match being either “true” or “false positive”.

Compliance Link’s Screening Engine uses Stop Descriptors to determine matches and there are
instances where a single Stop Descriptor will have many entities associated with it. Once a “match” is
found using the Screening Engine, each entity associated with the match is run through the Risk
Scoring Engine, using Risk Scorecards.

Compliance Link is delivered with three default, or standard, Scoring Components.

Full Name Comparison — Compares the Input Record’s name to each name associated with
the matched GWL entity (i.e. Entity Name, Alias, AKA) using language-specific rules.

¢ Uses the Edit Distance, or Levenshtein, algorithm to calculate a score on the similarities
for all name parts. For example, an input name “Robert John Duffy” compared to “Robert
David Duffy” would return a score of 11/16 = 0.6875.
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¢ This scoring component will compare all tokens (words) from both the input record
marked as a Name field and all tokens in the entity name fields on Accuity’s Global
WatchList. When the amount of tokens differ between Input Record Name and GWL
Entity Name, the scoring component will always produce a score based on the element
with the least amount of tokens. In the below example the first two rows produce a score
of 100% because all of the Input Record Name’s tokens appear in the GWL Entity Name’s

tokens.
INPUT RECORD NAME GWL ENTITY NAME RISK SCORE
Robert Duffy Robert John Duffy 1.0 (100%)
Robert Duffy Robert John D. Duffy 1.0 (100%)
Mr. Robert John Duffy Robert John Duffy 1.0 (100%)
Mr. Robert David Duffy Robert John Duffy 0.6875 (~69%)

¢ Year of Birth Comparison — Compares the Input Record’s Year of Birth (YOB) to each
YOB associated with the matched GWL entity (i.e. DOB, alternate DOB).

¢ Default values are:
=  Exact match = 1.0 (100%)
= +/-1year = 0.75 (75%)
= +/-2years = 0.5 (50%)
= Over 2 years = 0.0 (0%)
e Associated Country Comparison — Compares the Input Record’s Associated Country (ISO
Country Code or Country Name) to each country associated with the matched GWL entity

(i.e. Country, Nationality, Citizenship)

Additional Scoring Components can be customized by Accuity’s Professional Services Group (PSG).
For more information please contact your Account Manager or Support@Accuity.com.

Create a New Risk Scorecard

1. Click on Manage Screening Options from the sidebar.

2. Click on Manage Risk Scorecards.
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® Manage Risk Scorecards: Accuity

Available Scorecards List

Inactive Risk Scorecards are marked with an *

Full Name Comparison (Weight:4.0] [By:Accuity]
QA Test Scorecard Year of Birth Comparison [Weight:3.0) [By:Accuity] gaadmin 09/10/2011 12:51:44 Active

Associated Country Comparison (Weight:2.0) [By:Accuity]

Add New Risk Scorecard

3. Click on Add New Risk Scorecard.

& Add New Risk Scorecard: Accuity

+ = Required Field

Name: Test Scorecard .

mm Scoring Component m
Full Name Comparison i

2 Compares the Input Record’s name to each name associated with the matched GWL entity (i.e. Entity Name, Alias, AKA) BECLIES

Year of Birth Comparison

4 Compares the Input Record's Year of Birth (YOB) to each YOB associated with the matched GWL entity (i.e. DOB, alternate DOB) +/- 0 yr = 100%; Accuity
+f-1yr=75%; +/-2yrs = 50%
Associated Country Comparison

1| Compares the Input Record's Associated Country (ISO Country Code or Country Name) to each country associated with the matched GWL entity  Accuity
(i.e. Country, Nationality, Citizenship)

4. Enter the name for the Risk Scorecard.

5. Choose which Scoring Components to use for this Risk Scorecard by checking the boxes in
the Select column.

6. Assign a Weight (1-9) for each Scoring Component selected.

» NOTE: These weights are relative to the highest weight assigned to a scoring
component: If the highest value for any component is “4”, a weight of “2” for
another component will be 50% as impactful and “1” will be 25% as impactful. If
the highest value for any component is “107, a weight of “2” for another
component will be 20% as impactful and “1” will be 10% as impactful.

7. Click on Save.

» NOTE: For audit trail purposes, Risk Scorecards cannot be deleted or modified
after they have been created. Risk Scorecards can be inactivated from the Manage
Risk Scorecards screen.
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7.3.Character Mapping Files

Character Mapping is an advanced feature of Compliance Link that allows users to screen certain
characters that normally do not appear in watch lists. Most watch lists do not include “high ASCII
characters” or letters with diacritical marks (such as #, %, ). If your input data contains these
characters you may need to use a Character Mapping file.

Compliance Link will make certain that (if activated on screening instructions) Character mapping
takes place when the input data is uploaded. The Character Mapping take place before Screening,
before False Positive Rules and before Risk Scoring.

The character mapping file must be in . XML format with the following schema:

<charmap>
<asciiset>
<ascii 1d="1” filtermap=" “/)
<ascii id="2” filtermap=" “/)
</asciiset>
</charmap>

Accuity provides a standard character mapping file as part of the download package, but you are able
to upload as many additional character mapping files as necessary.

» NOTE: The character mapping file is only used when screening against Latin-
based data. Any input data that is identified as Cyrillic, Chinese, and/or Japanese
will not be mapped and will be screened against the Cyrillic, Chinese, and/or
Japanese watch list data when available.

» NOTE: The default Character Mapping file considers 255 control, printable and
extended ASCII characters. The extended ASCII characters are mapped mainly to
spaces in the default file. Please ensure that you know what types of characters you
have in your input data and to make any applicable changes in the Character
Mapping file.
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Upload a New Character Mapping File

1. Click on Manage Screening Options from the sidebat.

2. Click on Manage Character Mapping Files.

& Manage Character Mapping Files: Accuity

Add New Character Mapping File

+ = Required Field

File: I Browse.. [*

File Name:

Available Character Mapping Files

Inactive Character Mapping Files are marked with an *

Download Copy Character Mapping File Uploaded By Uploaded m Change Status
Download QA Char Map gaadmin 09/10/2011 12:53:19 Active Inactivate

3. Choose a file, in proper XML format, by clicking on Browse.
4. Name the Character Mapping File.
5. Click on Upload New File.

Inactivate a Character Mapping File

1. Click on Manage Screening Options from the sidebat.
2. Click on Manage Character Mapping Files.

3. Click on Inactivate from the Change Status column. The page will reload and the Status will
be updated.
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7.4.Custom Dictionaries

Custom Dictionaries, or Synonyms tables, are used to accommodate and match on different spellings
or transliterations of common words. Accuity manages a synonyms table that accounts for
misspellings, transliterations, nicknames, etc. Compliance Link will always use the Accuity Dictionaries
as these are built into the Accuity Global WatchList data files. However, each customer can also
upload and use their own dictionaries in conjunction with the Accuity synonyms.

Upload a New Custom Dictionary

1. Click on Manage Screening Options from the sidebar.

2. Click on Manage Custom Dictionaries.

® Manage Custom Dictionary Files: Accuity

Add New Custom Dictionary File

+ = Required Field

Fite: I Browse.. |*
.

Custom Dictionary Name:

Upload New File @

Available Custom Dictionary Files

Inactive Custom Dictionaries are marked with an *

Download Copy Custom Dictionary Name Uploaded By Uploaded m Change Status

Download QA Dictionary qaadmin 09/10/2011 12:55:06 Active Inactivate

3. Choose a file, in proper tab-delimited format, by clicking on Browse.

» NOTE: The format of the uploaded file should be two columns, tab-delimited, text files.
The first column contains the original word and can contain duplicates, while the second
column contains the synonym and should not have any duplicates in the file. If Unicode
data exists in the Custom Dictionary file, then a header record should be added.

4. Name the Custom Dictionary.
5. Click on Upload New File.

Inactivate a Custom Dictionary

1. Click on Manage Screening Options from the sidebar.
2. Click on Manage Custom Dictionaries.

3. Click on Inactivate from the Change Status column. The page will reload and the Status will
be updated.
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8. BATCH MAINTENANCE

A common administrative task is maintaining the batches of records from your screened files. You
can view whether a batch screening has completed by clicking the Batch Maintenance link in the
sidebar.

The Batch Maintenance screen can be used to search for specific batches, review batch details, delete
batches, and link to Open/Changed records. When the Batch Maintenance screen is opened it will
display the last 25 batches by default.

& Batch Maintenance

User ID: Bank/Account Name:
Batch ID From: Batch ID To:
Screen Date From: Screen Date To:
Most Recent Batches: 25 File Specification: | -- Select -- [v]
Screening Algorithms: | __ gglect —- [»] Risk Scorecard: | __ gglect -- v

*=Inactive Risk Scorecards

[seorc | ose [ cnc
Batch Dept Name Screen Date File Spec : Source Total Total Matched Open/ Bad
D Records Matched Changed File
0

2011-09-20

® 1055  smcbain 19:47:49.0 ILS OFAC Exact Only 1 Finished
W% 10078 gaacning 02 ?2111601941(? gzrrrr:oos:oo_DummySmall.txt H z e s RO
B8 lo0- gaadin, Co f21;701911g 3::35:00_Dummy‘$mall.txt i z eie 4 PR
® 1004  gaadmin QA ?212100:01(? ACH Format | ADPO710.ACH 294 294 100% 294 Finished
9 1001 tost | LobianyMasten 20410900 Test : Testl, txt 7 4 57% 4 Finished

e User 13:10:08.0

Records 1 to 5 of 5 Total Records

8.1.Searching For Batches

The Batch Maintenance screen allows users with the Batch Maintenance feature set to search through
historical screenings for specific batches to analyze.

Search for Batches

1. Click on the Batch Maintenance link in the sidebar.
2. Enter the search criteria.
a. User ID — User that performed the screening

b. Bank/Account Name — The Institution Name the batch was screened in (only applies
for Service Bureau Mode)
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3.

c. Batch ID To/From — Range of Batch IDs

d. Screen Date To/From — Range of dates the batch was screened on

e. Most Recent Batches — Enter a number to view the last “x”” batches

f. File Specification — Only return batches screened using a particular File Specification

g. Screening Algorithms — Returns batches where specific screening algorithms (Accuity
Token, Fuzzy, Soundex, Metaphone, and Double Metaphone) have been used

h. Risk Scorecard — Returns batches where specific Risk Scorecards have been used.

Click on Search.

The search results will appear in the same screen.

8.2.Batch Information

Batch Information is displayed on the Batch Maintenance screen in a table format with the following

fields:

Batch ID — the identification number for that batch

User ID — the user that performed the screening

Dept Name — the screening user’s user group

Screen Date — the date/timestamp the file was screened
File Spec: Source — the File Specification and file name
Total Records — total number of records within the batch

Total Matched — total number of records containing at least one match, click this link to view
all records with matches

Matched % — percentage of records containing at least one match
Open/Changed — total number of records containing at least one Open or Changed match
Status — the current status of the batch

Bad File — a downloadable file containing all invalid records

All possible statuses are:
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¢ Finished — The batch has screened correctly.

e Error — The batch failed for other reasons than listed below. Resubmit the batch, if it still fails,
contact your administrator.

e DProcessing — The batch is currently being processed.
e Starting — Batch information is compiling before the screening of records starts.

e Unzipping — The file you submitted was a compressed zip file, and the system is in process
of unzipping it in order to begin screening.

e Waiting — The batch is waiting 1) for the system to begin screening your file or 2) for the
system to finish screening a different batch (See Batch Queue if you receive this status).

8.3.Deleting Batches
You can delete a batch by clicking on the *® next to the Batch ID.

» NOTE: Deleting the batch will also remove it from the dropdown lists from
Match Review Search and Case Review Search. Remain on the Batch Maintenance
screen until the deletion is complete. Leaving the Batch Maintenance screen may
cause the batch to not be deleted.

8.4.View Batch Detail

From the Batch Maintenance screen, you can click on the Batch ID to see the details of the original
screening, such as the file that was screened, the File Specification used, the number of records in the
file, when the batch completed, and the number of hits.
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® Batch Details

Batch ID: 1001
User ID: test
Department: Temporary Master User
Uploaded: 2011-09-09 13:07:54.0
Screen Date: 2011-09-09 13:10:08.0
File Specification: Test
Original Filename: Test1.txt
Screening Algorithms: Accuity Token
Risk Scorecard: None

Compliance Link Options: Use False Positive Reduction Rules: Yes
Use Good File: Yes

Screening Options: Match on Screening Fields only: Yes
Ignore Vessels: No
Remove Middle Initial: No

Custom Dictionary: None
Character Mapping File: Default

Filter Versions: Accuity's OFAC List: 20110908134212
Accuity OFAC Enhancements: 20110830131302

Filter Results: Total Records in File: 7
Records with Matches: 4
Records Marked As True Match (Blocked):0
Records Marked as CHANGED: 0
Records Marked As False Positive (Good): 0
Records Marked As OPEN: 4
Total Invalid Records: 0

Back to Batch Maintenance

If your institution allows Screening File downloads then a link to download the original file will be

provided.
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You can return to the Batch Maintenance screen by clicking on the Back to Batch Maintenance
button. If there were any failed records, you will see a “Download” link. Click on the link to download
the file of invalid records and examine the file to detect the cause of the erroz(s).

On occasion, a file does not match the File Specification under which it was processed. This can
happen 1) if the input file was created manually, 2) if there is something unusual about the data in the
input file such as embedded control characters, 3) if the number of fields does not match the File
Specification, or 4) an incorrect File Specification was chosen.

Before Compliance Link processes a record in an input file or “Batch”, the record is verified against
the file structure, and the unique ID and name fields are identified. If there is an error in this
verification process, Compliance Link will remove the record and place it into a “bad file” which is
associated with the batch. An administrator can download the bad file either from the Batch
Maintenance by clicking on the Download link, or from the Batch Details screen by clicking on the
Download link. Once downloaded the file should be examined and compared to the File Specification.
In some cases, the rejected records can be repaired and resubmitted, in others the entire file may need
to be rescreened.

» NOTE: If the delimiter used in your File Specification differs from the
delimiter used in your Input File, all records will be considered “bad” and will not
be screened.

8.5.Batch Reporting

At any time administrators can report on historical batches by clicking on the Export CSV button.
This will download a comma-separated values file containing the batch information.
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9. FALSE POSITIVE REDUCTION RULES

9.1.Introduction

The matching engine used in Compliance Link is designed to find matches between two sets of data
and as a result may find “close” or “false positive” matches. A false positive is a match generated by
the Filter that, after further review, is determined to not be the entity on the Global WatchList. The
goal in watch list matching should be to keep the rate of false positives low without unduly increasing
the risk of missing a true match.

Some recurring false positives contain recognizable patterns. Once identified these patterns can help
to eliminate or reduce false positive rates. For example, the Albanian National Army was added to the
OFAC list, as an organization, in 2001. It is also referred to by the aliases ANA and AKSH. “ANA”
causes false positive matches when phrases like the city “Santa Ana” or the name “Ana Maria” are
screened. In these cases a rule could be created that ignores matches on ANA when one of these
patterns is present.

In addition, data within the match itself can be used to remove false positives. For example, a rule
could be created to exclude any matches that occur in the field “Name” against a Shipping Vessel (like
‘Laura’ or ‘Huntsville’). Or, a rule could exclude matches in the “City” field when the match is from
the EU list or the UN list.

9.2.Manage Rules

To manage False Positive Reduction Rules click the Manage Rules link from the sidebar. The system
will then display the Manage False Positive Reduction Rules screen. Initially, it will show the first 20
active rules. An example of the Manage False Positive Reduction Rules screen is shown below.

Along with Rule ID, which is automatically assigned by Compliance Link each time a rule is added,
the following fields are displayed:

e Stop Descriptor — The phrase that caused the match; an asterisk “*” signifies that the rule
will be applied to matches on any stop desctiptor.

e Match Parameters — This includes the Matched Field, the Match Type (GWL/PEP), and
Match Score (or Stop Descriptor score).

¢ Rule Clause — A summary of all the clauses that make up the rule.
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© Manage False Positive Reduction Rules

[0 | Stop Descripor

1 SANCHEZ LAURA Matched Field: ANY When "Name" Contains "Laura M Sanchez"

Rules 1 to 1 of 1 Total Rules

Add Rule | View AllRules | Export Rules | Import Rules | Search Rules

9.3. Add a False Positive Reduction Rule

Add a new False Positive Reduction Rule

1. Click on the Manage Rules link in the sidebar.

2. Click on the Add Rule button.

2 Add False Positive Reduction Rule

Cancel

+ = Required Field
Stop Descriptor: [+ « [* = any Stop Descriptor)
Matched Field: apy Match Type: | sy | l't
Match Score is less than or equal to: % (Max 99%)

Update This Clause @

Select one of the following clauses. Required fields within the selected clause are marked with

Clauses Based on Entity Data

(® Entity Type |Is [v| |- select -- [v]e

O source Code |1 [v] .

O Risk Score is less than or equal to: * % [Max 99%)

O Entity Field | Entity Name lv| |Contains [v] .

Clauses Based on Customer Data

O Input Record Field + | Contains ‘V .

O + | Ocecurs [v] in Field .

O +  Occurs [v] | within [s] « words of + in Field .

O |+ | Occurs [v] [v] words of in Instance of Field

Add Selected Clause | Reset
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3. In the Stop Descriptor field, enter the Stop Descriptor to which the False Positive Reduction
Rule will apply. An asterisk “*” will cause the rule to apply to any and all Stop Descriptors.

4. In the Matched Field field, enter the name of the field in which the Stop Descriptor must be
found in order for the rule to apply. Entering the word “ANY” will cause the rule to apply to
all data fields.

5. In the Match Type field, choose GWL, PEP, CWL or ANY. The False Positive Reduction
Rule will only apply to those types of matches.

6. In the Match Score field, set the threshold for the Match Score for the rule to apply to. This
is the fuzzy score calculated by the filter.

» NOTE: Allrules fields are case sensitive; therefore the False Positive Reduction
Rule will only apply if these values match exactly (“Name” and “name” are not the
same because of the capital “N”).

7. Click on the Update This Clause button.

You have just created the base for your False Positive Reduction Rule, but your new rule will have no
effect, and cannot be saved, until you add a clause to your rule. There are 8 different types of clauses
that you can add to your rule and every rule can have up to ten different clauses.

Clauses Based on Entity Data

e Entity Type Clause
e Source Code Clause
e Risk Score Clause

e Entity Field Clause

Clauses Based on Customer Data

e Input String Clause
e Basic Text Clause
e Intermediate Text Clause

e Complex Text Clause
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9.3.1. Entity Type Clause

Entity types are the categories that describe the people, places and organizations on the Global
WatchList. They include: Governments, Cities, Individuals, Shipping Vessels, Companies, Banks,
Government Officials, Political and Religious Organizations.

Add an Entity Type Clause

1. Select the button @ next to the Entity Type clause.

2. Choose Is or Is Not from the first dropdown list.

3. Choose an Entity Type from the final dropdown list.

© Add False Positive Reduction Rule

+ = Required Field

Matched Field: [yy

Update This Clause m

[Select one of the following clauses. Required fields within the selected clause are marked with «
Clauses Based on Entity Data

© Entity Type [Is [+ |- Select —
- Select -
' source Code [Is__[+] Government/Country (01)
' Risk Score is less than or fr:;a%i[af'(tg;)oz)
Vessel (04)
Bank (05)
Clauses Based on Customer D, Other (06)
Minister/Government Official (07)
' Input Record Field Company (08)
Political/Religious Organization (09)
+ C Commodity (10)

-/ Entity Field | Entity Nan

*  Occurs E‘ W)thinE + words of » in Field

* | Occurs [+] E words of in Instance

Add Selected Clause m

Stop Descriptor: = « (* = any Stop Descriptor)

Match Type: [ oy [=]
Match Score is less than or equal to: % (Max 99%)

of Field

4. Click on Add Selected Clause button to save the clause.

5. Click on Save Rule to save the rule.

Only click the Reset button, before clicking Add Selected Clause, if you wish to clear all fields and

start again.
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9 Add False Positive Reduction Rule

[ Sev e | camc

* = Required Field
Stop Descriptor: [+ » [* = any Stop Descriptar)
Matched Field: [city Match Type: | any [v]

Match Score is less than or equal to: % [Max 99%)

Update This Clause @

Rule Clauses

when Entity Type || |Is Not|v| 02 . Update This Clause

Select one of the following clauses. Required fields within the selected clause are marked with «

Clauses Based on Entity Data

® Entity Type | Is |v| |- select -- |s]e

O source Code |Is ] .

O Risk Score is less than or equal to: * % [Max 99%)

O Entity Field | Entity Name [»| | Contains v .

Clauses Based on Customer Data

O Input Record Field + | Contains v .

As we can see in the image above, this rule will ignore the all matches in the City field when the
matched entity is not of type “02” or Principle City.

Also take note that after you have added your first rule clause, you now have the ability to save your
rule. Click on the Save Rule button at the top of the page. Clicking the Cancel button before clicking
the Save Rule button will remove the rule and return you to the Manage Rules screen. Once a Rule
has been saved it cannot be removed but it can be inactivated.

9.3.2. Source Code Clause

Source Codes identify the watch list or sublist from which the match originated. The Accuity OFAC
and OFAC Enhancement files include the following sources: UST (U.S. Treasury), OGO
(Government Officials), RBL (Restricted or Blocked Locations), TFP (Accuity Research) and WBD
(World Bank Directory). If you receive multiple watch lists within your Global WatchList file, each
watch list will be referenced by its own source code.

Create a Source Code Clause

1. Select the button ® next to Source Code.

2. Choose Is or Is Not from the dropdown list.
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3. Enter the proper Source Code in the input field.

® Add False Positive Reduction Rule

+ = Required Field
Stop Descriptor: |pROTHERS « [* = any Stop Descriptor)
Matched Field: |apy Match Type: any [v]

Update This Clause m

Match Score is less than or equal to: % [Max 99%)

Select one of the following clauses. Required fields within the selected clause are marked with «

Clauses Based on Entity Data

O Entity Type | Is [v]  --select -- [w]e

@ source Code |Is | |UST .

O Risk Score is less than or equal to: o % [Max 99%)

O Entity Field | Entity Name |»| | Contains [ .

Clauses Based on Customer Data

O Input Record Field + | Contains [s] .

O +  Occurs v | in Field .

@) +  Occurs ~| | Within (v + words of «+ in Field .

O +  Occurs v w| words of in Instance of Field

Add Selected Clause @

» NOTE: The Source Code for a Global WatchList can be found in the Entities
field from the Match Review screen. It is the 2-5 alphanumeric code found after
the Entity ID Number.

4. Click on Add Selected Clause to add this clause to your rule.
5. Click on Save Rule to save your rule.

Only click the Reset button, before clicking Add Selected Clause, if you wish to clear all fields and
start again.

9.3.3. Risk Score Clause

Risk Score Clauses are used to pass matches that are below an established Risk Score threshold. The
Risk Score is calculated based on the Risk Scorecard used for screening and looks at each entity
associated with a Stop Descriptor match.
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Create a Risk Score Clause

1. Select the button ® next to Risk Score.

2. Enter the Risk Score threshold (Max 99%).

Add False Positive Reduction Rule

= Required Field
Stop Descriptor: [+ « (* = any Stop Descriptor)
Matched Field: [apy Match Type: | any [v]

Match Score is less than or equal to: % (Max 99%)
Update This Clause m

Select one of the following clauses, Required fields within the selected clause are marked with

Clauses Based on Entity Data

O Entity Type | Is |»| | --select -- [sefe

O source Code | Is (i .

® Risk Score is less than or equal to: 80| * % (Max 99%)

(@) Entity Field | Entity Name |»| | Contains (3] .

Clauses Based on Customer Data

O Input Record Field + Contains }v’i .

O + | Occurs v | in Field .

O +  Occurs v| | within [v] » words of « in Field .

O + | Occurs v (3] words of in Instance of Field

Add Selected Clause | Reset

3. C(Click on Add Selected Clause.

4. Click on Save Rule to save your rule.

Only click the Reset button, before clicking Add Selected Clause, if you wish to clear all fields and
start again.

9.3.4. Entity Field Clause

Entity Field Clauses allow you to create False Positive Reduction Rules based on specific fields within
Accuity’s Global WatchList data. Additionally, these clauses allow for the use of a number of different
operators and conditions.
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Entity Field Clauses use the entire data string that is entered and can contain more than a single token,
which is different from Simple, Intermediate, and Complex Text Clauses. For more information on
these clauses please refer to later segments in this section.

Entity Field Clause rules can be used to eliminate matches that are considered low priority by using
PEP Level (International, National, State, L.ocal) and PEP SubCategory. This is sometimes referred
to as Micro-categorization.

Create an Entity Field Clause

1. Select the button ® next to Entity Field.
2. Choose the Entity Field from the dropdown.
a. Entity Name
b. Associated Country
c. Entity DOB
d. PEP Level
e. PEP SubCategory
3. Choose the operator.

» NOTE: The operators, “Contains Any of (IN)” and “Contains None of (IN)”,
compare multiple words separated by a comma.

4. Enter the text that is used with the operator in the chosen Entity Field.
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2 Add False Positive Reduction Rule

+ = Required Field
Stop Descriptor: * « {* = any Stop Descriptor)
Matched Field: |appy Match Type: | any [v]

Update This Clause @

Match Score is less than or equal to: % (Max 99%)

Rule Clauses

When  "Associated Country" Contains "US" m
AND PEP Level (v Equals |v| Local Update This Clause

Select one of the following clauses. Required fields within the selected clause are marked with

Clauses Based on Entity Data

O Entity Type | Is v| |- select -- [

O Source Code | Is liwe) .

» NOTE: The above False Positive Reduction Rule will eliminate all matches that
are caused by Local-level Politically Exposed Persons from the United States. This
is only one example of a False Positive Reduction Rule using Entity Field clauses.

9.3.5. Input String Clause

Input String Clauses allow you to create False Positive Reduction Rules based on specific fields within
your proprietary data. Additionally, these clauses allow for the use of a number of different operators
and conditions.

Input String Clauses use the entire data string that is entered and can contain more than a single token,
different than Simple, Intermediate, and Complex Text Clauses. For more information on these

clauses please refer to later segments in this section.

Create an Input String Clause

1. Select the button © next to Input Record Field.

2. Enter the Input Record Field.

» NOTE: Input Record Field entries are case-sensitive. Use “ANY” to indicate
any field within the input record.

3. Choose the operator.
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» NOTE: The operators, “Contains Any of (IN)” and “Contains None of (IN)”,
compare multiple words separated by a comma.

4. Enter the text that is used with the operator in the chosen Entity Field.

9.3.6. Simple Text Clause

Simple Text Clauses follow a basic “If-statement”. If “Text” occurs (or does not occur) in “X” field.
For example, “CUBA” is a Stop Descriptor because the country is on the OFAC Watch List, but
Cuba, New York is a city within the United States. The following rule with a simple text clause would
prevent false positive matches on “CUBA”: Ignore “CUBA” in the “City” field if “New York™ occurs
in the “State” field.

Create a Simple Text Clause

1. Click on the sixth button ©.
2. Enter the text that must occur (or not occur) within the input data.
3. Select Occurs or Does Not Occur.

4. Enter the name of the field where the text must occur (or not occur).
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2 Add False Positive Reduction Rule

+ = Required Field
Stop Descriptor: [cupa « {* = any Stop Descriptor]
Matched Field: ity Match Type: | any [+
Match Score is less than or equal to: % [Max 99%)

Update This Clause

Select one of the following clauses. Required fields within the selected clause are marked with «

Clauses Based on Entity Data

O Entity Type | Is [v] |- select Ve

O source Code | Is [»] .

O Risk Score is less than or equal to: * % (Max 99%)

O Entity Field | Entity Name v| | Contains [ .

Clauses Based on Customer Data

O Input Record Field + | Contains [v] .

® [y + |Oceurs v/ in Field State .

O +  Occurs v | within [/ » words of « in Field .

O +  Occurs v v words of in Instance of Field

.

Add Selected Clause

5. Click on Add Clause to add this clause to your rule.

6. Click on Save Rule to save your rule.

Only click the Reset button, before clicking Add Selected Clause, if you wish to clear all fields and
start again.

9.3.7. Intermediate Text Clause

The Intermediate Text Clause allows you to search for words in relation to other words. For instance,
the “ANA” Stop Descriptor is found on the OFAC list to represent the Albanian National Army.
Because of this, any input data containing the Californian city “Santa Ana” will match “ANA”. An
Intermediate Text Clause could be used to ignore matches to the Stop Descriptor “ANA” when the
word “SANTA” occurs within one word of “ANA” in the field “City”.

Create an Intermediate Text Clause
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1. Click on the seventh button ®.
2. Enter a word in the first text box. In the below case this would be “SANTA”.
3. Select Occurs or Does Not Occur.

4. Choose whether the word must occur (or not occur) Before, After, or Within x amount of
words.

5. Enter a number for the amount of words that can separate the two selected words.
6. Enter the second word, in the below case this would be “ANA”.
7. Enter the name of the field where the two words must occur (or not occur).

» NOTE: Input Record Field entries are case-sensitive. Use “ANY” to indicate
any field within the input record.

2 Add False Positive Reduction Rule

* = Required Field
Stop Descriptor: [ana » [* = any Stop Descriptor)
Matched Field: ity Match Type: | any [v]
Match Score is less than or equal to: % [Max 99%)

Update This Clause @

Select one of the following clauses. Required fields within the selected clause are marked with

Clauses Based on Entity Data

O Entity Type | Is v| | --Select -- [ )e

O source Code | Is [ine] .

O Risk Score is less than or equal to: * % [Max 99%)

O Entity Field | Entity Name |»| | Contains s ] .

Clauses Based on Customer Data

O Input Record Field + | Contains (] .

O »  Occurs |} in Field .

® /santa + | Occurs [»] | within i‘v'\ 1 + words of &Ana « in Field City .

(@) + | Occurs [v] (8] words of in Instance of Field

Add Selected Clause | Reset
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8.

9.

Click on Add Clause to add this clause to your rule.

Click on Save Rule to save your rule.

Only click the Reset button, before clicking Add Selected Clause, if you wish to clear all fields and
start again.

9.3.8. Complex Text Clause

The Complex Text Clause exists for input records that may contain multiple fields with the same Field
Name. Although Compliance Link will not allow the creation of File Specifications with duplicate
field names, certain payment messages, like SWIFT messages, permit the use of duplicate field names.
The Complex Text Clause allows you to specify which of the multiple instances of a field name you
would like added to your rules clause.

Create a Complex Text Clause

1.

2.

9.

Click on the last button ©.
Enter a word in the first text box.
Select Occurs or Does Not Occur.

Choose whether the word must occur (or not occur) Before, After, or Within x amount of
words. (Optional)

Enter a number for the amount of words that can separate the two selected words. (Optional)
Enter the second word. (Optional)

Enter the instance of the field. For example, if you have three data fields named “{54A}” and
you would like this rule to apply to the second instance of “{54A}” you would enter “2”.
(Optional)

Enter the name of the field.

» NOTE: Input Record Field entries are case-sensitive. Use “ANY” to indicate
any field within the input record.

Click on Add Clause to add this clause to your rule.

10. Click on Save Rule to save your rule.

Only click the Reset button, before clicking Add Selected Clause, if you wish to clear all fields and
start again.
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9.4.Edit a False Positive Reduction Rule

Edit a False Positive Reduction Rule

1. Click on the Manage Rules button in the sidebat.
2. Click on the Rule ID link that you would like to edit.

From the Edit False Positive Reduction Rule screen you can:

Edit the Stop Descriptor pertaining to the rule.
e Change the Matched Field(s).

e Inactivate the Rule.

e Update Current Clauses.

e Remove Current Clauses.

¢ Add New Clauses.

9.4.1. Edit the Stop Descriptor
Edit the Input Field Named Stop Descriptor

1. Click on Update This Clause.
2. Click on Save Rule.

> NOTE: Entering an asterisk “*” in this field will allow this rule to apply to all Stop
Descriptors.

9.4.2. Change the Matched Field
Edit the Input Field Named Matched Field

1. Click on Update This Clause.
2. Click on Save Rule.

» NOTE: Entering “ANY” in this field will allow this rule to apply to all data fields.
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9.4.3. Inactivate the Rule

Click on the Inactivate Rule button. Inactive rules are not applied during the screening process. If you
wish to re-activate an inactive rule, search for and select the rule. (You must search for Inactive
records.) Click on the Reactivate Rule button.

9.4.4. Update a Clause

Only one clause can be edited at one time. The available clause has an Update This Clause button on
the same line and to the right. You can change the clause and then click the button to preserve the
changes. To select a different clause, click on the Edit button to the right of that clause.

9.4.5. Entity/Source Type

1. In the left dropdown, select whether you want a Source Type Clause or Entity Type Clause.
2. Select Is or Is Not from the second dropdown list.

3. Enter the Entity Type or Source Code text.

4. Click on Update This Clause.

5. Click on Save Rule.

9.4.6. Text Clause

» NOTE: Once a text clause is added to your False Positive Reduction Rule it is
formatted into the Complex Text Clause syntax.

You can modify any of the following:
e The word in the first text box.
e OCCURS or DOES NOT OCCUR.
e Before, After, or Within X words of. (Optional).
e The number for how many words can separate the two words. (Optional)
e The second word. (Optional)

e The instance of the field. For example, if you have three data fields named “Name” and you
would like this rule to apply to the second instance you would enter “2”. (Optional)

e The name of the field.

When you have finished making changes:
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1. Click on Add Clause to add this clause to your rule.

2. Click on Save Rule to save your rule.

9.5. Exporting & Importing Rules

Often times False Positive Reduction Rules may be run through test systems to ensure they work as
intended. Therefore Compliance Link offers the ability to Export/Import False Positive Reduction
Rules.

9.5.1. Exporting Rules

Compliance Link allows you to export your rules in .xml format.

Export a List of Your Rules

1. Click on the Manage Rules button in the sidebat.

© Manage False Positive Reduction Rules

20 ANA City WWhen "SANTA" occurs within 1 words of "ANA" in field "City"

Rules 1 to 1 of 1 Total Rules

AddRule | View AllRules | Export Rules | Import Rules | Search Rules

2. Click on the Export Rules button.

Your browser’s download dialog box will open. You will have the option to Open or Save the file or
to Cancel the export.

9.5.2. Importing Rules

Only rules in a propetly formatted file with an extension of “xml’ or ‘.dat’ can be imported. All rules
must have the correct syntax for the import to be successful. The first rule with an improper syntax
will generate an error message that identifies the line in which the error occurred. No rules will be
imported if syntax errors exist.

Import a List of Already Created Rules

1. Click on the Manage Rules button in the sidebar.
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© Manage False Positive Reduction Rules

20 ANA City WWhen "SANTA" occurs within 1 words of "ANA" in field "City"

Rules 1 to 1 of 1 Total Rules

AddRule | View AllRules | Export Rules | Import Rules | Search Rules

2. Click on the Import Rules button.

® Import Rules from File

+ = Required Field

File: IC:\Documents and Se| Browse.. |

File Format: [ accuity rules.xml [v] «

Ml inactivate All Current Rules

3. Browse for the .xml or .dat file that you would like to import, by either clicking within the
input field or clicking on the Browse button.

4. Choose the proper format, either .xml or .dat, from the dropdown list.

5. If you would like to inactivate all current rules check the box titled Inactivate All Current
Rules.

6. Click on the Import button. If you would like to clear all fields click on the Reset button.

» NOTE: If Inactivate All Current Rules is not selected then the imported rules
will be appended to the current rule set. If this option is selected, all existing rules
will be made inactive and only the imported rules will be active. If the Import fails,
for any reason, the existing rules will not be made inactive regardless if this option
is selected or unselected.

9.6. Searching For Rules

Search for False Positive Reduction Rules

1. Access the Search False Positive Reduction Rules screen by clicking on the Search Rules
button from the sidebar or from the Manage Rules screen.
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© Search False Positive Reduction Rules

Rule ID:
Stop Descriptor:
Matched Field:

Rule Status: | active  [v]

2. Enter the Rule ID that you would like to locate in the Rule ID input field. Leave this input
field blank if you would like to search all Rule IDs.

3. Enter the Stop Descriptor to which the False Positive Reduction Rule pertains in the Stop
Descriptor input field. Leave this input field blank if you would like to search all Stop
Descriptors.

4. Enter the Matched Field to which the False Positive Reduction Rule pertains in the Matched
Field input field. Leave this input field blank if you would like to search any Matched Field.

5. Choose Active, Inactive, or All from the dropdown list.

6. Click on Search Rules to search using the given criteria. To go back to the Manage Rules
screen without searching click on Cancel. To clear all input fields click on Reset.

After you execute your search, the Search Results screen will be displayed. If you would like to go
back and edit your search criteria click on the link next to Search Criteria. This screen also allows you
to create a new False Positive Reduction Rule, to do so click on Add Rule. More detailed instructions
on creating new False Positive Reduction Rules are in the Add a False Positive Reduction Rule
section.

® Search Results: False Positive Reduction Rules

Search Criteria Stop Descriptor: AN4 Matched Field: City Rule Status: Active

Add Rule
] Stop Descriptor | Matched Feld | RueTex |Staws| Croaied | Creotedby | Updated | Updated by
20 ANA& City When "SANTA" occurs within 1 words of "ANA" in field "City" Active 06/29/2010 11:18:29  DemoAdmin 06/29/2010 11:18:29  DemoAdmin

Rules 1 to 1 of 1 Total Rules
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10. CASE MANAGEMENT
10.1.Introduction

Case Management allows users with the Case Management Configuration feature set to create an
organizational structure or workflow for their screening processes. It also allows for the creation of
Service Level Agreements, SLAs, to ensure that matches are worked in an expeditious manner.

Folders are a means of organizing Matches to help improve a user’s ability to efficiently review and
assign statuses to matches. Compliance Link is delivered with a default “Public” folder. Other folders
can be created and managed only by users who have been assigned the Case Management
Configuration feature set.

All of the Folder Management tasks are accessed through the Manage Folders screen. To gain access
click on the Manage Folders link from the sidebar. An example of a Manage Folders screen is displayed
below. This is the gateway to many of the Folder Management features.

® Manage Folders

T Name [ s | fowordingRues | hsgnedUies | Priwme | Saws |
Public 10 N Active
CIF 20 Y Active
ILS 30 Y Active
PEP 40 N Active
Compliance Officer 50 it Active

Add Folder | View Assignment Rules | View Forwarding Rules | Folder Match Report | Assign Matches to Folders | Manage Match Statuses

10.2.Adding New Folders

From the Manage Folders screen you are able to add a new folder. To add a new folder click on the
Add Folder button at the bottom of the Manage Folders screen. The Add Folder screen displays, as
shown below.
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2 Add Folder

+ = Required Field
*Name: Folder 6
«Sort: g
Status: active
Private: [|
Overdue After: ®winutes OHours Obays

[Minimum 5 Minutes)

Covve ] conce | et

Add a New Folder

1. Enter the name of the folder in the Name field.

2. Enter its Sort value. This designates the order in which it will appear on screen. This must be

a numeric value.

3. Check the Private check box if the folder will be “Private” and only visible to users assigned

to it.

4. Enter due the folder’s SLA and choose either, Minutes, Hours, or Days. (Optional)

» NOTE: The SLA is the amount of time a match can remain un-worked in the
folder before being considered overdue. If it is left blank, matches in the folder

will never be considered overdue.

5. Click on the Save button to return to the Manage Folders screen. The folder you just created

should now be visible.

» NOTE: Clicking on the Cancel button returns you to the Manage Folders
screen without creating a new folder. Clicking on the Reset button clears all fields.

10.3.Editing Folders
Edit an Existing Folder

1. Click on the Manage Folders button on the sidebat.

2. Click on the Folder Name that you would like to edit.
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3. The Edit Folder screen is divided into four sections separated by a row of four buttons (Save,
Cancel, Reset, Activate Folder (Inactivate Folder)).

a. Folder Properties section
b. Forwarding Rules section
c. Assign Users section
d. Notification Settings

» NOTE: The Edit Folder screen contains three sets of the four buttons (Save,
Cancel, Reset, Activate Folder (Inactivate Folder)). All buttons located on this
page affect all fields within the page. Clicking on the Save button in the top section
saves all changes made to all other sections as well. Clicking on the Reset button
in the top section resets all changes made to all other sections as well. Clicking on
the Cancel button in any section returns you to the Manage Folders screen without
editing the folder.

10.3.1. Edit Folder Properties

The top section of the Edit Folder screen looks similar to the Add Folder screen containing input
fields for Name, Sort, and Private/Public Status, but also displays whether the folder you are currently
editing is Active or Inactive. A screenshot of this section is shown below.

Edit Folder
« = Required Field
«Name: s g
«Sort: 2p
Status: active
Private: []

e To alter the name of the folder, change the text within the Name field.
e To change the Sort value, edit the value within the Sort field.
e Check/Uncheck the Status box to declare the folder Private or Public.

e Inactivate the folder by clicking on the Inactivate Folder button. A more detailed description
of this button can be found later in this section.

Clicking on the Save button saves your changes. Clicking on the Reset button will clear all fields.
Clicking on the Cancel button returns you to the Manage Folders screen without editing the folder.
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10.3.2. Edit Forwarding Rules

The second section on the Edit Folder screen is the Forwarding Rules section. Forwarding Rules are
useful for moving matches from one folder to another. When a match status is changed by a user, the
Forwarding Rules automatically routes the match to a different folder. This section displays all
standard user-assignable Match Statuses {False Positive (Good), Hold, Pending Review, and True
Match (Blocked)} and any customized Match Statuses along with corresponding Forwarding Rules
located on the right side of the screen.

® Forwarding Rules

When Status is Changed To Forward to Folder

False Positive (Good) Public ~|
Hold Public ~|
Pending Review Public v
True Match {Blocked) Public ~|

This section allows you to:
e Manage Matches that have not been automatically assigned a Match Status.

e Automatically route matches depending on assigned Match Status.

Select a folder from the “Forward to Folder” dropdown list to choose where the matches with specific
Match Statuses are sent.

Click the Save button to save your selections and return to the Manage Folders screen. Click the Reset
button to undo the changes to the Edit Folder screen. To return to the Manage Folders screen without
editing the folder click the Cancel button.

10.3.3. View Forwarding Rules

View Forwarding Rules

1. Click on the Manage Folders button in the sidebat.
2. Click on the View Forwarding Rules button.

This leads you to the Forwarding Rules screen shown below.
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& Forwarding Rules

Folgar: Public
EBlocked
Good
Hold

Pending Review

Folder: USER_&4_COMPLETE

Elocked
Good
Hold

Panding Reviaw

Folder: USER_&_IN

EBlockad USER_A_COMPLETE
Gead USER_A_COMPLETE
Hotd ADMIN_IN
Pending Review ADMIN_IN

To edit the Forwarding Rules for a folder, click on any of the folder Names shown. The process by
which you edit Forwarding Rules is discussed in the Editing Forwarding Rules section.

10.3.4. Assign/Un-Assign Users

The third section of the Edit Folder screen is the Assign Users section. The Assign Users section
allows the users with the Case Management Configuration feature set to select the users that will be
assigned to the selected folder. Two select boxes are located within this section, Available Users and
Assigned Users. The Available Users select box displays all users within the system that do not have
access to the selected folder. The Assigned Users select box displays all users that have access to the
selected folder.

® Assign Users

Available Users: Assigned Users:
Userone
userguide

*inactive user

» NOTE: If a user has been inactivated they will have an asterisk “*” in front of
their user ID.
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Add a Single New User

1. Click on the user ID in the Available Users box to be added.
2. Click on the arrow right “>” button.

Add Multiple Users

1. Click on multiple user IDs in the Available Users box while holding the Ctrl key.
2. Click on the arrow right “>” button.

Add All Available Users

1. Click on the double arrow right “>>” button.

Remove a Single User

1. Click on the user ID in the Assigned Users box.
2. Click on the arrow left “<” button.

Remove Multiple Users

1. Click on multiple user IDs in the Assigned Users box while holding the Ctrl key.
2. Click on the arrow left “<” button.

Remove All Assigned Users

1. Click on the double arrow left “<<” button.

Click the Save button to save your selections and return to the Manage Folders screen. Click the Reset
button to undo the changes to the Edit Folder screen. To return to the Manage Folders screen without
editing the folder click the Cancel button.

10.4.Activating & Inactivating Folders

Inactivate a Folder

1. Click on the Manage Folders link in the sidebar.
2. Click on the Folder Name that you wish to inactivate.

» NOTE: Inactivating a folder has implications for many related items such as
Forwarding Rules and users for the inactivated folder, Forwarding Rules from
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other folders to the inactivated folder, Folder Assignment Rules which reference
the folder, and Matches in the inactivated foldet.

The Edit Folder screen is divided into four sections separated by a row of four buttons [Save, Cancel,
Reset, Inactivate Folder]. The button aligned to the right is the Inactivate Folder button; if the folder
is active this button will display Inactivate Folder. You should note that this button appears on the
Edit Folder screen three times. All three instances of this button function in the same way.

3. Click on the Inactivate Folder button. This takes you to the Inactivate Folder screen.
There are three reasons that the system may prevent a folder from being inactivated:

e Forwarding Rules reference this folder

e Folder Assignment Rules reference this folder

e Matches are contained within the folder

10.4.1. Forwarding Rules Reference This Folder

Inactivate Folder:PEP

Some Forwarding Rules reference this Folder, filetameTest
There are Mo Folder Assignment Rules. OX

Some Matches must be moved

Cancel

You must resotve the fssues identified before vou can inactivate the folder

In the example above, the user is attempting to inactivate a folder named “PEP.” Forwarding Rules
that reference the PEP folder must be removed before the folder can be inactivated.

Edit the Forwarding Rules

1. Click on the link provided to reach the Edit Folder screen.

2. Edit the Forwarding Rules so they do not reference the folder you are trying to inactivate.
Specific instructions are in the Edit Forwarding Rules section.

3. Attempt to inactivate the folder again.

Once there are no Forwarding Rules referring to the folder the Inactivate Folder screen will display
“No Forwarding Rules reference this folder” followed by “OK”.
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10.4.2. Folder Assignment Rules Reference This Folder

If the folder that you are trying to inactivate is the Destination Folder for any Folder Assignment
Rules then you must edit those rules.

Edit the Folder Assignment Rules

1. Click on the link to the rule provided on the Inactivate Folder screen.

2. Edit the Folder Assignment Rules. Specific instructions are in the Editing Assignment Rules
section.

3. Attempt to inactivate the folder again.

Once there are no Forward Assignment Rules referring to the folder the Inactivate Folder screen will
display “There are no Folder Assignment Rules” followed by “OK”.

10.4.3. Matches are Contained in Folder

A folder that has Matches within it cannot be inactivated without moving these Matches to another
folder.

Move the Matches

1. Click on the Manage Folders link in the sidebat.

2. Click on the Assign Matches to Folder button.

3. Select the folder you are trying to inactivate from the dropdown.
4. Click Search.

5. Seclect a folder from the dropdown list, at the bottom of the screen, to which you will move
the Matches.

6. Click on Move All Results.
7. Attempt to inactivate the folder again.

Once there are no Matches within the folder you are inactivating, the Inactivate Folder screen will
display “No Matches must be moved” followed by “OK”.

If all three parameters are met, an Inactivate Folder screen like the one below is shown.

1. Click on the Inactivate Folder button to complete the inactivation process and return to the
Edit Folder screen.

Clicking on the Cancel button will return you to the Edit Folder screen without inactivating the folder.
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2 Inactivate Folder:PEP

Ho Forwarding Rules reference this Folder. OK
There are No Folder Assignment Rules. OK

Ho Matched must be moved, OK

Inactivate Folder

Reactivate a Folder

1. Click on the Manage Folders button in the sidebat.
2. Click on the Folder Name that you want to activate.

3. Click on one of the Activate buttons.

10.4.4. Edit Notification Settings

Notification Settings are only useful for customers using the Notification API. These settings
determine when a notification is sent from the Compliance Link Application. For more information
about Notification Settings please contact your Account Manager or Support@Accuity.com.

To edit the Notification Settings:
1. Click on Manage Folders.

2. Click on the Folder Name that you want to edit.

® Notification Settings

Notifications are enabled for New Match Notification, Review Match Notification
Changed

False Positive (Good)
Hold

Open

Passed by Good File

3 (= B GEEE

Passed by Rules

True Match (Blocked) O
Besides enabling notification on Match Statuses, actual delivery of notification also depends on Notification Handlers integrated with Compliance Link for this Institution.

3. Check the checkbox associated with each Match Status that should generate a notification.
Whenever a match enters the folder with a checked Match Status an email will be generated
and sent to a pre-configured email address.

4. Un-check any checkboxes for Match Statuses that should not create automatic email
notifications.
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5. Click the Save button to save your selections and return to the Manage Folders screen. Click
the Reset button to undo the changes to the Edit Folder screen. To return to the Manage
Folders screen without editing the folder click the Cancel button.

10.5.Assignment Rules

Assignment Rules automatically route initial matches to specific folders. This facilitates user match

review, tracking, and work prioritization. Until Assignment Rules are established, all initial matches
are routed to the default “Public” folder.

Beqgin Using Assignment Rules

1. Click the Manage Folders link located in the sidebar.

2. Click the View Assignment Rules button to access the Assignment Rules screen.

® Assignment Rules

—m-m“ Destination Folder

GoodByRule When Status Code = "R" Review Complete
GoodByGoodFile 2 When Status Code = "F" Review Complete
Hew Changed 970 When Status Code = "C" Miwy
Other Mew 999 when Status Code = "0" Mewy

Records 1 to 4 of 4 Total Records

Print Assignment Rules | Add Assignment Rule m

10.5.1. Adding an Assignment Rule

To add a new Assignment Rule click on the Add Assignment Rule button, this brings you to the Add
Assignment Rule screen shown below.

® Add Assignment Rule

+ = Required Field

*Name: Rule 5 «Sort: 999 +*Destination Folder: | -- Select -- [v]

*When: | -- Select - [vl[= sl Add

Numeric Comparison:[]

Lo [

Add an Assignment Rule

1. Enter a name for the Rule in the Name field.
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2. Enter a Sort Value in the Sort field.

» NOTE: The Sort value for a patticular Rule determines the order in which
Matches are compared to Assignment Rules. If a match meets the requirements of
two Assignment Rules, the Assignment Rule with a lower Sort value would take
precedence.

3. Choose the folder in which the matches that fit this rule will be placed from the Destination
Folder dropdown (which includes all active folders sorted in alphabetical order).

4. Select a data element from the dropdown box that contains the set of Accuity standard fields
and fields from your proprietary File Specifications.

5. Select the comparison operator from the dropdown box populated with: equal to “=", less
than or equal to“<=", and greater than or equal to “>=".

6. Enter the Rule Text in the input field to the right of the comparison operator.

An example of an Assignment Rule can be viewed as such:

Data Element Comparison Operator Rule Text

When Source Code = UST

7. Check the Numeric Comparison checkbox if the Rule is comparing the selected data element
to a number.

For instance, if you use the criteria in the example above and select the folder named “OFAC” as the
Destination Folder, this would cause any match caused by the UST, or OFAC list, be assigned to the
“OFAC” Folder.

8. Click on Add to add another Assignment Rule clause to the rule.

9. Click the Save button to store the Rule that you created and return to the Assignment Rules
screen displaying the newly created Rule. Clicking the Reset button clears the input fields.

Clicking on the Cancel button returns you to the Assignment Rules screen without creating a
Rule.

» NOTE: Clicking Delete next to any Assignment Rule clause will remove that
clause from the rule.

10.5.2. Editing Assignment Rules
Edit an Assignment Rule

1. Click on the Manage Folders button in the sidebar.
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2. Click on the View Assignment Rules button located beneath the folder listing.

3. Click on the name of the Rule that you would like to edit.

This leads you to the Edit Assignment Rules screen. An example is shown below.

® Edit Assignment Rule

« = Required Field

+«Name: GoodByGoodFile «Sort: |2 «Destination Folder: Review Complete ||
When Status Code = F Delete
«AND: | -- Select -- ) [= |l Add

Numeric Comparison:[]

To change the Name of the Assignment Rule, edit the Name input field.
Edit the Sort input field to change the Sort value.

» NOTE: The Sott value for a particular Rule determines the order in which
Matches are compared to Assignment Rules. If a match meets the requirements of
two Assignment Rules, the Assignment Rule with a lower Sort value takes
precedence.

To change the data element of the Assignment Rule, select a new data element from the dropdown
list populated by the set of Accuity standard fields (Status Code, Entity Type, File Name, Matched

Field,

Screening User ID, Source Code, Stop Descriptor, Web Service Profile Name, and Web Service

Profile ID) as well as fields from user-defined File Specifications.

Select a different comparison operator from the dropdown list to change the comparison
operator.

Change the Rule Text by editing the Rule Text input field to the right of the comparison
operator.

Check the Numeric Comparison checkbox if the Rule Text consists of a number.
To change the folder to which the Matches are sent, select the proper folder from the
Destination Folder dropdown list. This dropdown list consists of all active folders within the

account.

To delete a specific Assignment Rule clause, click Delete next to that clause.
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Click the Save button to store your changes and return to the Assignment Rules screen. Click on the
Cancel button to return to the Assignment Rules screen without saving. Click on the Reset button to
change all the input fields back to their original state. Clicking on the Delete Rule button removes the
Rule entirely. Deleting an Assignment Rule returns you to the Assignment Rules screen where the
deleted Rule will not appear.

10.6.Folder Match Report

Compliance Link’s Case Management module allows users with the Case Management Configuration
feature set to view counts of matches in each folder with each assigned Match Status.

View the Folder Match Report

1. Click on Manage Folders from the sidebat.

2. Click on Folder Match Report.

2 Folder Match Report

m Total Matches Changed False Positive (Good) mm Passed by Good File Passed by Rules True Match (Blocked)

CIF
Compliance Officer
ILS
PEP

o Om fo! e
=) JR=T = =T =)
N O B O B
- o o o o

LT S
TeT =i e fema]
CH el e S
B O T o B

Public 24

Last Updated: 06/11/2010 18:10:12

3. Click on Cancel to return to the Manage Folders screen.

10.7.Assign Matches to Folders

Manually Move Matches to Folders

1. Click on Manage Folders from the sidebat.

2. Click on Assign Matches to Folders.
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® Folder Assignment Search

Batch ID: | __ sglect --
Folder: | __ seglect - ]
Batch ID From:
Match ID From:
Unique ID:
Status Codes: [] changed

[JFalse positive (Good)
[ Hold

[ open

[ passed by Good File
[Jpassed by Rules

[ pending Review

[ True Match {Blocked)

]

To:
To:
Case ID:

3. Select search criteria from the following options:

a.

Batch ID (dropdown list)

Folder (dropdown list)

Range of Batch IDs (mm/dd/yyyy)
Range of Match IDs (mm/dd/yyyy)
Unique ID (numerical only)

Case ID (numerical only)

Status Code (checkbox)

4. Click on Search.

® Folder Assignment Search Results

Search Criteria Satch /D: 146951

[] 12831023 Public ILS20100628095009 146951  2010-06-28 09:49:16.0  CASTRO FIDEL ILS20100628095009--
[] 12831021 Public ILS20100628095009 146951  2010-06-28 09:49:16.0  CUBA 1LS20100628095009-
[] 12831025 Public ILS20100628095009 146951  2010-06-28 09:49:16.0  HAVANA ILS20100628095009--
[] 12831019 Public ILS20100628095009 146951  2010-06-28 09:49:16.0  HAVANNA 1LS20100628095009--
[] 12831027 Public ILS20100628095009 146951  2010-06-28 09:49:16.0  KUBA 1LS20100628095009--
[] 12831255 Public ILS20100627120751 146951  2010-06-28 11:16:08.0  SAID ILS20100627 120751 --
[[] 12831257 Passed By Good  ILS20100627120751 146951  2010-06-28 11:17:11.0  SAID ILS20100627120751--

Matches 1 to 7 of 7 Total Matches

Move Selected Results | Move All Results RN TEMERRT-1/-Tv 00

Fidel Castro--

-Fidel Castro--

Fidel Castro--
Fidel Castro--
Fidel Castro--
said

said

Havana--
Havana-
Havana--
Havana--

Havana--

Cuba

-Cuba

Cuba
Cuba

Cuba

Open
Open
Open
Open
Open
Passed by Good File

Passed by Good File

5. Choose a folder to move the matches to from the dropdown list.
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6. Either select matches individually and click on Move Selected Results or click on Move All
Results to move all matches to the designated folder.

10.7.1. Manage Match Statuses

Compliance Link offers the ability for users with the Match Status Management feature set to
customize Match Statuses to further enhance their workflow. The standard System Statuses (Changed,
False Positive, Open, Passed by Good File, Passed by Rules, and True Match) cannot be customized.

10.7.2. Add a Match Status
Add a New Match Status

1. Click on Manage Folders from the sidebat.

2. C(Click on Manage Match Statuses.

© Manage Match Statuses

System Statuses

Changed Yes
False Positive (Good) Yes
Open Yes
Passed by Good File Yes Yes
Passed by Rules Yes Yes

True Match (Blocked) Yes Yes

Custom Statuses

old Active

3. Click on Add Status.
4. Enter the Name of the New Match Status.

5. Click on Save.

10.7.3. Delete / Inactivate a Match Status

Custom Match Statuses can only be deleted if they have not been used previously. If a Match Status
has been used, users can inactivate the Match Status, removing it from all search and review screens.

Delete / Inactivate a Match Status

1. Click on Manage Folders from the sidebar.

2. Click on Manage Match Statuses.
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3. Click on the Match Status to be deleted.
4. Click on Delete Match Status.

5. If there are Forwarding Rules that reference the Match Status or Matches that currently have
the Match Status it cannot be inactivated. These issues must be resolved before the Match
Status can be inactivated.
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11. GOOD FILE

Good File is a database of information from matched records that have been reviewed and been
marked as False Positive. This information is retained for use in subsequent screenings. When a file is
screened, records that contain a match are compared to the Good File. The Good File eliminates the
burden of reviewing repeated matches in customer file screenings. Good File records are “persistent”
- deleting batches from the Batch Maintenance screen will not affect the records in the Good File.

Users with the feature sets, Good File Preload and Search Good File, have the option of viewing the
current Good File and/or removing records from the Good File.

11.1.Good File Preload

Good File Preload is a mechanism by which records can be automatically assigned the match review
codes of False Positive (or True Match depending on which type of files you wish to load). When
Good File Preload is used, a file is screened and if matches are found, all matches will be placed into
the Compliance Link Good File as if a user had manually assigned the Match Status of False Positive
to each record. Good File Preload can be very beneficial for users who are upgrading to Compliance
Link from other screening software applications that contain “good file” or “white list” entries.

Records in the Good File Preload file that do not generate matches during the screening process will
not be loaded into the Good File.

Preload a Good File

1. Click on Good File Preload from the sidebat.

2. Select whether the file you are uploading is populated with False Positive records or True
Match records only.

3. Choose a File Specification for your file.
4. Browse to and select the file.
5. Screen the file by clicking Submit.

This process will place all matches found in that file in the Good File as either False Positive or True
Match.

Search the Good File

1. Click on Search Good File from the sidebar. Here you can enter a wide variety of search
criteria:

a. Record Type (False Positive, False Positive or All)

b. Unique Field
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c. Stop Descriptor Text
d. Matched Field
e. Match Type (CWL, GWL or PEP)
f. Date Created Range
g. Last Update Date Range
Data Field Name
i. Data Field Value
j. Active/lnactive Records
2. Enter the search criteria. (Leave these fields blank to view all records in the Good File.)

3. Click on Search.

® Good Records Search Results

Search Criteria:

Stop Descriptor Text m Matched Field Record Type Original Creation Date Last Update Date m

FELIX ALBERTO 564782139 Name Good 10/30/2008 15:24:17 10430/2008 15:24:17 Active
Records 1 to 1 of 1 Total Records

Download Good File

The comma delimited file downloaded includes all search results

The results include:
e Stop Descriptor
e Unique ID
e Matched Field
e Record Type
e Original Creation Date
e |ast Update Date
e Status

» NOTE: You can click on the STOP DESCRIPTOR TEXT to view the full
details on the good file record, and to inactivate the record.
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® Good File Record

Record ID: 1039735 Unique Field: 20
Stop Descriptor: BIN LADEN Matched Field: Name
Match Type: GWL
Record Type: Blocked Record Status: Active
Original Creation Date: 2010-03-01 15:26:16.0 Last Update Date: 2010-03-01 15:26:16.0

Input Record: |Ip; 20

Name: Osama Bin Laden

Company: Polypenco Kunststofftechnik GmbH
Address: 97 BROAD ST E
City: Bandar Seri Begawan

State: BLANK El
Country: BRUNEI

Group: A-E [»

Entities: | 10916 UST 03 BIN LADEN, USAMA DO8: 07/30/1957 Affiliated Country Name: SDT & SDGT Aliases: BIN LADIN, USAMS BIN MUHAMMAD BIN ||

AWAD AItDOB: 1958 OriginaiSource: OFAC Otherinformation: ALTPOB: YEMEN POB: JEDDAH, SAUDI ARABIA P_iD: 10914 Entity Version: =
20030922120517

10933 UST 03 BIN LADEN, OSAMA DOS8: 07/30/1957 Affiliated Country Name: SDT & SDGT Afiases: BIN LADIN, USAMA BIN MUHAMMAD BIN
AWAD AIDOB: 1958 OriginaiSource: OFAC Otherinformation: ALTPOB: YEMEN POB: JEDDAH, SAUDI ARABIA P_iD: 10914 Entity Version:

20030922120803
fied
Note
[ e e T e
leverenz 03/01/2010 15:26:1¢6

Inactivate Good Record

You can download a comma-delimited file of all active good file records by clicking on the Download
Good File button. You will be prompted to open or save the file.

® Good Records Search Results

Search Criteria:

Stop Descriptor Text w Matched Field Record Type Original Creation Date Last Update Date m

HUNTSVILLE 123654721 City Good 10/28/2008 14:14:36 10/28/2008 14:14:36 Active
x

‘You have chosen to open
[Z] goodfile.txt

which is a: Text Document
from: http:{/tmskodv01:8081 earch results

What should Firefox do with this file? ———————————

I Notepad (default) l]

" Save File

I Do this automatically For files like this from now on.

E Cancel I

The Good File Download will consist of the following fields:

e Stop Descriptor Text
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e Unique ID

e Matched Field

e Match Type

e Record Type

e Original Creation Date
e Last Update Date

e Status

» NOTE: Inactivated good file records will not be treated as good records during
screening, and will not appear in the search results or the downloaded file.
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12. CHANGING PASSWORDS

You can change your password by clicking on the Change Password link in the sidebar.
To change your password:

1. Enter your Old Password

2. Enter your desired New Password

3. Re-enter your New Password

» NOTE: There are password policy rules that are set at the Compliance Link
instance-level by your System Operator.

If you wish to cancel changing the password, just click on the Cancel button.

Sometimes, users are required to change their passwords during their first login or after a set period
of inactivity. In these cases, the Change Password screen will automatically appear after signing in.

» Change Password

» = Required Field
Old Password: ”

New Password:

Re-Enter New Password:

Save Cancel m
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13. INTERACTIVE LOOKUP SYSTEM (ILS)

Compliance Link includes the Interactive Lookup System (ILS) which allows for customizable ad hoc
lookups. ILS is a separate module that can be reached by clicking on the Interactive Lookup System
link at the bottom of the sidebar.

WELCOME .
Davii aesar ® Interactive Lookup
ot « = Required Field v = Screening Field
Product Management Screening Profile | | geser Test =
D :
+ Name : v
ADMIN FUNCTIONS .
City : v
Country : v

SCREENING

2 Response

Response is not available yet.

For support,

please call +1 847 676 9600

Users with the Lookup Role of Lookup Supervisor have the ability to:
e Edit Field Configuration
e Add/Edit Screening Profiles
e Perform Interactive Lookups
e Perform Custom Lookups

® Query Search Activity/Download Activity File

Before any Interactive Lookups can be performed, a user with the Lookup Supervisor role or feature
set, ILS Configuration, must configure the data fields for the lookups.

13.1.Edit Field Configuration
Edit the Field Configuration

1. Click on the Interactive Lookup System link at the bottom of the sidebat.

2. Click on Field Configuration link on the sidebar.
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® Manage Field Configuration
Field Name Display |Data Type
Size
D O O i 50 30 Customer Unique ID (v
Name [} 2 50 30 Name - General [v]
address O O O 3 50 130 Unspecified [v]
Country (| | O 4 50 30 Country Name [v]
DOB 0 O O 5 s0 30 DOB [v]
| | | Unspecified [ie]
N O 0 Unspecified (vl

3. Enter the Field Name.
4. Choose whether the field will be a Screening Field, Unique Field, and/or Required Field

A single field must be selected as the Unique ID. A Unique ID is a value unique to that record and
not duplicated elsewhere in the file. The Unique ID is used in the Good File to identify a record that
has been previously screened.

Multiple fields can be selected (at least one must be selected) as Screening Fields.

These fields are used with the Screening Fields Only screening option. When the option is selected
only “screening fields” will be filtered against the Global WatchList but all fields will be written to the
match database. This feature can be very useful if your screening file contains data that does not need
to be matched against the Global WatchList (i.e. department names, addresses, postal codes). This
option is set for each Screening Profile.

Required fields must be filled out to perform an Interactive Lookup.

5. Enter the Display Order. This determines in which order the fields are shown on the
Interactive Lookup screen.

6. Enter a Max Allowed Data Length.

7. Enter a Display Size. This determines the length of each input field on the Interactive Lookup
screen.

8. Choose the Data Type from the dropdown list. If no data types match the expected input data,
choose Unspecified.
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» NOTE: For Commodity Screening, use the Commodity Name, Commodity Routing and
Commodity Country fields. Commodity Name is used for fields that will contain commodity
information or descriptions. Commodity Routing is used for fields that will contain station or
routing codes (i.e. ORD > US) that are mapped to ISO Country Codes using the routing
mapping file. Commodity Country is used when the field contains country information instead
of station codes (i.e. DE, Germany, Deutschland). Whenever any fields in field configuration
are marked as Commodity Type data, the Commodity Screening Engine will be invoked during
screening.  Normal GWL/PEP Screening and Commodity Screening can be used
simultaneously.

If more fields are necessary, click on Add More Lines.

9. Click the Save button to save your selections and return to the Interactive Lookup screen.
Click the Reset button to undo the changes to the Field Configuration. To return to the
Interactive lookup screen without editing the Field Configuration click the Cancel button.

13.2.Add Screening Profiles

Screening Profiles are managed by Lookup Supervisors and/or users with the ILS Configuration
feature set. These Screening Profiles configure the manner in which the lookup is performed. This
includes the Profile Name, User Group, Screening Options, Screening Algorithms, Compliance Link
User Name, False Positive Reduction tools, Response Type, and watch lists screened against.

Add a New Screening Profile

1. Click on the Interactive Lookup System link in the sidebat.

2. Click on Add Profile from the sidebat.
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2 Add Profile

+ = Required Field
Profile Id: ¢c¢9aaf3-3423f-4850-9dc9-8432367 fofe0

Profile Name: ¢
User Group: __select -- |+ )e
Status: | active v/

Screening Algorithms: V14 00ty Token({active for all screening)

(] Fuzzy - Threshold |75 | (valid range: 50-99%)
[ soundex

[] metaphone

[J pouble Metaphone

Screening Options: [ ] patch on Screening Fields only
[J Remove middle Initial

[J1gnore vessels
Compliance Link User: | __ gglect --

* = lUser is Inactive

‘V}o

Risk Scorecard:

-- Select --

Good File: pg not use Good File vl
Rules: | pg not use Rules v
Write Hits: | pg not write hits (]
Response Type: | Return Full Response v

Lists to Filter Against: (Must select at least one of the following lists)e
CrEP Individuals {zh)
311
Clau
[CI8USTRIAN CENTRAL BANK
Cleis

3. A Profile ID will be automatically assigned to the Profile. Enter the desired Profile Name.

4. Assign the new profile to a User Group. More information about User Groups is in the User
Group section of this Administrator Guide.

5. Mark the Status as Active.

6. Choose which of the Screening Algorithms to use
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Accuity Token — Accuity Token is the standard matching algorithm built around Stop
Descriptors, Accuity’s Synonym Table, and Token-based matching. Accuity Token is used
for every screening and cannot be deselected.

Fuzzy Logic — Fuzzy Logic is based on the Edit Distance algorithm (or Levenshtein
Distance algorithm) which, using Stop Descriptors, can address many common
misspellings and typos such as insertion, deletion, transposition and substitution.

Soundex — A phonetic algorithm that indexes names by sound and matches them against
Soundex encoded Stop Descriptors. (Only used in Latin-based screening)

Metaphone — A phonetic algorithm that encodes input names with varying lengths by
their English pronunciation. These encodings are compared to encoded Stop Descriptors.
(Only used in Latin-based screening)

Double Metaphone — Second generation of Metaphone phonetic algorithm. (Only used
in Latin-based screening)

7. Choose an associated Compliance Link User. When matches are written to the Review
History, this will be the Screening User.

8. Choose a Risk Scorecard. For more information about Risk Scorecards please refer to the
Risk Scorecard section of this Administrator Guide. If no Risk Scorecard is selected then
no Risk Scoring will be performed.

9. Choose whether to use the Compliance Link Good File associated with the institution or not.

10. Each profile can use customizable False Positive Reduction Rules sets. Choose to use the
uploaded rules file or not. You can upload the rules file while editing the Screening Profile.
More information about editing the Screening Profile is in the Editing Screening Profile
section of this Administrator Guide.

11. Choose whether to Write Hits to the Compliance Link database or not.

» NOTE: If this option is set to “Do not write hits” then ILS users will not be

able to review matches within ILS.

12. Configure the Response Type.

a.

Return Full Response — Matches will display the full Entity Information from the watch
lists.

Return Full Response and List Versions — Matches will display the full Entity
Information from the watch lists as well as the list versions screened against.
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c. Return Pass/Fail Response — Lookup response will include Hit/No Hit, but the Entity
Information will not be shown.

13. Select which watch Lists to Filter Against.

14. Click on Submit to save the new Screening Profile. Clicking on Reset will undo all changes
made to the new Screening Profile. Click Cancel to return to the Interactive Lookup screen.

» NOTE: IfaFalse Positive Reduction Rules file and/or Character Mapping File
are to be used for this Screening Profile they must be uploaded at this time. More
information about these changes is in the Upload New Rules File section and
Upload Char Map File section.

13.3.Edit Screening Profiles

Screening Profiles can be edited by performing a Profile Search or linking through the Profile
Overview screen.

Perform Profile Search

1. Click on the Interactive Lookup System link from the sidebar.

2. Click on the Profile Search link from the sidebar.

2 Profile Search

Profile Id:
Profile Name:

User Group: __sglect -- ||

3. Enter the search criteria:

a. Profile ID
b. Profile Name
c. User Group

4. Click on Submit to perform the Profile Search. Click Reset to clear all information from the
input fields. Click Cancel to return to the Interactive Lookup screen.

Edit a Screening Profile from Profile Search Results
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1. Click on the Profile Name.
2. Click on Edit Profile. Clicking Cancel will return you to the Interactive Lookup screen.

» NOTE: Users can also upload False Positive Reduction Rules files by clicking
on Upload New Rules File or upload Character Mapping files by clicking on
Upload Char Map File. More information about these changes is in the Upload
New Rules File section and Upload Char Map File section.

3. Make necessary changes and click on Submit to save the changes. Click Reset to clear all
changes to the Screening Profile. Click Cancel to return to the Interactive Lookup screen.

Edit a Screening Profile from Profile Overview

1. Click on Interactive Lookup System from the sidebar.

2. Click on Profile Overview from the sidebar.

Profile Overview

* = Inactive Profile

Compliance

Allow Review: YES
Profiles

User Guide Test [ 3ech35af-fbe1-4eef-b107-16748041b81b )

WS AMS Test 2 ( 3e69fd93-8e88-474a-bf21-32be365919b9 )
Default Group
Allow Review: YES

PMAD

Allow Review: YES

3. Click on the Profile Name to be changed.
4. Click on Edit Profile. Clicking Cancel will return you to the Interactive Lookup screen.

» NOTE: Users can also upload False Positive Reduction Rules files by clicking on
Upload New Rules File or upload Character Mapping files by clicking on Upload
Char Map File.

5. Make necessary changes and click on Submit to save the changes. Click Reset to clear all
changes to the Screening Profile. Click Cancel to return to the Interactive Lookup screen.

13.4.Upload a Rules File

Every Screening Profile has the ability to apply specific sets of False Positive Reduction Rules. These
rules must be uploaded to the Screening Profile.
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Upload a Rules File

1. Click on the Interactive Lookup System button in the sidebat.
2. Click on Profile Overview.

3. Click on the Profile Name to be edited.

View Profile

Profile Id: 0c3b01f1-21a4-4d9b-8fc8-703dc2cebede
Profile Name: oFaC
User Group: Default Group

Status: Active

Screening Options: Screening Fields Only: YES
Remove Ahiddle Initial: YES
Ignore Vessels: YES
Use Advanced Matching Algorithm: NO

AMA Setting: 75 (Range: 50-99)

Compliance Link User: [ookup User [Lookup]

Good File: Use Compliance Link Good File
Rules: Use uploaded Rules.xml File
Write Hits: yrite hits to Compliance Link Database

Response Type: Return Full Response and List Versions

« Lists to Filter Against:
Accuity OFAC Enhancements
Accuity's OFAC List

Edit Profile m

Rules Upload

This profile is using Uploaded Rules.
Last Uploaded Rules: 06/25/2010 17:33:07

Upload New Rules File | Download Rules File

4. Click on Upload New Rules File.

Rules Upload

Profile Id: 0c3b01f1-21a4-4d9b-8fc8-703dc2cescdc
Profile Name: OFAC

Rules File Type: |RULES.DAT Format [v|

Fite: [ [Bome.)

5. Choose the Rules File Type from the dropdown (RULES.DAT Format/RULES.XML
Format)

6. Browse for the rules file.

7. Click Upload to upload the rules file to the Screening Profile. Clicking Cancel will bring up
the Screening Profile page without uploading a rules file.
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13.5.Upload a Character Mapping File

Each Screening Profile can utilize a character mapping file that will associate specific alphanumeric
characters with other standard characters. This is useful when screening information that may have

tildes, umlauts, etc.

Upload a Character Mapping File

1. Click on the Interactive Lookup System button in the sidebat.
2. Click on Profile Overview.
3. Click on the Profile Name to be edited.

4. Click on Upload Char Map File at the bottom of the screen.

Character Mapping File Upload

Profile Id: 0c3b01f1-21a4-4d9b-8fc8-703dc2cesc3c
Profile Name: OFAC

Character Mapping File Type: Charmap.xml File Format

File: [ [Bowe.)

5. Browse for a charmap.xml file to be uploaded.

6. Click Upload to upload the character mapping file to the Screening Profile. Clicking Cancel
will bring up the Screening Profile page without uploading a character mapping file.

13.6.Search Activity / Download Activity File

For auditing and reporting purposes, ILS will log every lookup performed. Lookup Supervisors or
users with the ILS Activity History can search, review, and download this activity.

» NOTE: The Activity log in ILS will also maintain any calls made to the
FilterActivityService Web Service.

Search Lookup Activity

1. Click on Interactive Lookup System from the sidebat.

2. Click on Search Activity from the sidebar.
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® Search Activity

Screen Date From: {mm/ dd/ ey
Screen Date To: {mmy dd/ ey

CLimit results from current session only
User Name: | __ 2| - (v
Match Result: &g |

Ocontains Matches
ONo Matches

I

3. Enter at least one of the following search criteria:

a.

b.

C.

d.

Screen Date Range (mm/dd/yyyy)

Check Limit results from current session only — This will only return the Interactive
Lookups that have been performed since you have logged in last.

User Name

Match Result (ALL, Contains Matches, or No Matches)

Click Search to view the Search Activity Results screen. Click Reset to clear all search criteria.
Clicking Cancel will take you back to the Interactive Lookup Screen.

® Search Activity Results

Search Criteria: _Screen Date From: 01/01/2012 Screen Date To: 11/26/2012

Temporary User 10/16/2012 08:59:39 4 test & 1

Temporary User 10/16/2012 09:00:53 4 test 3 3

Temporary User 10/16/2012 09:01:04 4 test 4 4

Temporary User 10/16/2012 09:01:11 4 test 5

Temporary User 10/23/2012 11:41:12 1 test cuba cuba

Temporary User 11/19/2012 17:28:41 0 New ILS Profile test test

Temporary User 11/19/2012 17:28:50 1 New ILS Profile matthew wingrove matthew wingrove
Temporary User 11/20/2012 08:52:35 1 New ILS Profile matthew wingrove matthew wingrove

Screenings 1 to 8 of 8 Total Screenings

Download Activity File

5. Click on Download Activity File to download a comma-separated values file containing the
following fields:

a.

Account ID
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b. Account Name

c. Search Date

d. UserID

e. Profile Name

f. Profile ID

g. Number of Results

» NOTE: These are then followed by every field in the Interactive Lookup.

13.7.Interactive Lookups

Perform an Interactive Lookup

1. Click on Interactive Lookup System from the sidebar.

Interactive Lookup

e = Required Field v = Screening Field

Screening Profile | User Guide Test [v]

ID: 44222
+ Name : matthew Wingrove v
City : |st, Louis v
Country : ysa .

2 Response

Response is not available vet.

1. If there are multiple Screening Profiles associated with the User Group, a dropdown list will
be seen. Choose the Screening Profile to be used.

2. Fill out the input fields as necessary. All required fields will be marked. Failure to enter
information in these fields will cause an error.

3. Click on Screen.

Depending on Screening Profile settings, the Response may vary. At a minimum the response will
return whether the Interactive Lookup caused a match or not.
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13.8.Custom Lookups

Users with the ILS Custom Lookup feature set can perform customized lookups with configurable
screening options.

Perform a Custom Lookup

1. Click on Interactive Lookup System from the sidebar.

2. Click on Custom Lookup from the sidebar.

® Custom Lookup

+ = Required Field v = Screening Field
D :

+ Name : v
Address :
Country :

DOB :

© Response

Response is not available yet,

® Profile Options

Screening Algorithms: V] accuity Token (active for ali screening)
[J Fuzzy - Threshold |85 | (valid range: 50-99%)
[ soundesx
[J wetaphone
[J Double Metaphone

Screening Options: [] patch on Screening Fields only
[J Remove middle Initial
[J1gnore vessels

« Lists to Filter Against: (Must select at least one of the following lists)
[J pEP Individuals {zh)
O 311
au

[J AUSTRIAN CENTRAL BANK

3. Fill out the input fields as necessary. All required fields will be marked. Failure to enter
information in these fields will cause an error.
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Interactive Lookup

«Name is required

« = Required Field v = Screening Field
Screening Profile  grFac [+

Unique ID : 11 520100629010652

Region :
« Name : v
Address : 459
City : [Champaign v
State : 1|
Country : [ysa v

Response

Response is not available yet.

About Accuity | Bene | Privacy Policy | Contact Us

®2010 Accuity, Inc. All rights reserved.

4. Choose which of the Screening Algorithms to use.

a. Accuity Token — Accuity Token is the standard matching algorithm built around Stop
Descriptors, Accuity’s Synonym Table, and Token-based matching. Accuity Token is used
for every screening and cannot be deselected.

b. Fuzzy Logic — Fuzzy Logic is based on the Edit Distance algorithm (or Levenshtein
Distance algorithm) which, using Stop Descriptors, can address many common
misspellings and typos such as insertion, deletion, transposition and substitution.

c. Soundex — A phonetic algorithm that indexes names by sound and matches them against
Soundex encoded Stop Descriptors. (Only used in Latin-based screening)

d. Metaphone — A phonetic algorithm that encodes input names with varying lengths by
their English pronunciation. These encodings are compared to encoded Stop Descriptors.
(Only used in Latin-based screening)

e. Double Metaphone — Second generation of Metaphone phonetic algorithm. (Only used
in Latin-based screening)

5. Select Screening Options to use for the custom screening.
6. Choose which watch Lists to Filter Against.

7. Click Screen.

Depending on Screening Profile settings, the Response may vary. At a minimum the response will
return whether the Interactive Lookup caused a match or not.
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14. AUDIT TRAIL REPORTS

Compliance Link provides the ability to create Audit Trail reports that house information regarding
changes to the Application in the User Application Audit report and logs regarding user security in
the User Security Audit report. Access to these reports is limited to users with Institution Management
and User Activity Audit Trail feature sets. Access to the User Application Audit and User Security
Audit report is available through the Institution Summary link in the sidebar (for standalone

institutions) ot the Search Institutions screen (for service bureau/multiprocessor institutions).

14.1.User Security Audit

The User Security Audit report contains details about changes to user access and entitlement. These
can be system-generated changes (e.g. User Lock-out) or administrator-generated changes (e.g. New

User Role created). The following is a list of activities logged in the User Security Audit report:

Activity/Event

Change Type

User was automatically locked due to inactivity

LOCKED_NO_ACTIVITY

Administrator unlocked the user

USER_UNLOCKED

User was automatically locked due to too many invalid
login attempts

LOCKED_INVALID_PASSWORD

Administrator created new user

NEW_USER

Administrator created new user role

NEW_USER_ROLE

Administrator activated new role for user

USER_ROLE_ACTIVATED

Administrator changed user information

USER_INFO_CHANGED

Administrator inactivated user

USER_DELETED

Administrator removed user role from user

USER_ROLE_INACTIVATED

Administrator created new child institution

NEW_INST

Administrator changed roles for user

USER_ROLES_CHANGED
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14.2.User Application Audit

The User Application Audit report contains details about changes to application configuration
including changes to case management, screening profiles, etc. The following is a list of activities

logged in the User Application Audit report:

Activity/Event

Change Type

Application Parameters were updated

APP_PARAMETER_SAVED

User deleted a batch

BATCH_DELETED

Batch was restarted

BATCH_RESTARTED

User revived a batch thread

BATCH_THREAD_REVIVE

Batch Thread was suspended

BATCH_THREAD_SUSPEND

Good File Preload for True Matches was performed

BLOCKED_FILE_PRELOAD

External ID for Controlled Goods Manager was
updated

CGM_EXTID_UPD

Access to Controlled Goods Manager was removed

CGM_INACTIVATED

Controlled Goods Manager Key was updated

CGM_KEY_UPD

Character Map file was activated

CHARMAP_ACTIVATED

Character Map file was inactivated

CHARMAP_INACTIVATED

New Character Map file was uploaded

CHARMAP_UPLOADED

Access to Controlled Goods Manager was activated

CM_ACTIVATED

A Custom Dictionary was activated

DICTIONARY_ACTIVATED

User inactivated a Custom Dictionary

DICTIONARY_INACTIVATED

User uploaded a new Custom Dictionary

DICTIONARY_UPLOADED

Online Compliance External ID was created

EID_CREATED

Online Compliance External ID was updated

EID_UPDATED

User created a new folder assignment rule

FAR_CREATED

User deleted a Folder Assignment Rule

FAR_DELETED

User updated a Folder Assignment Rule

FAR_UPDATED

A Folder was activated

FOLDER_ACTIVATED

New Folder was created

FOLDER_CREATED

A Folder was marked as inactivate

FOLDER_INACTIVATED

User updated information about a Folder

FOLDER_UPDATED

User created a new False Positive Rule

FPR_ADDED

False Positive Rule was inactivated

FPR_INACTIVATED

False Positive Rule was reactivated

FPR_REACTIVATED

User updated a False Positive Rule

FPR_UPDATED

Good File Preload for False Positives
performed

was

GOOD_FILE_PRELOAD

Access to ILS was removed

ILS_INACTIVATED

Institution Status was marked as active

INST_STATUS_ACTIVATED
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Institution status was marked as inactive

INST_STATUS_INACTIVATED

Institution information was updated

INST_UPDATED

List subscription for an institution was updated

LIST_SUBSCRIPTION_UPDATED

A match was moved to a new folder manually

MATCH_MOVED

User created a new Match Status

MATCH_STATUS_CREATED

User deleted a custom Match Status

MATCH_STATUS_DELETED

User inactivated Match Status

MATCH_STATUS_INACTIVATED

New SFTP User was created

NEW_SFTP_USER

New User Group was created

NEW_USER_GROUP

Report Profile was deleted

REPORT_PROFILE_DELETED

Report Profile was saved

REPORT_PROFILE_SAVED

Risk Scorecard was activated

SCORECARD_ACTIVATED

Risk Scorecard was created

SCORECARD_CREATED

Risk Scorecard was deleted

SCORECARD_DELETED

Risk Scorecard was inactivated

SCORECARD_INACTIVATED

Screening Profile was created

SCR_PROFILE_CREATED

Screening Profile was deleted

SCR_PROFILE_DELETED

Screening Profile was updated

SCR_PROFILE_UPDATED

Screening Profile was deleted

SCREENNING_PROFILE_DELETED*

Screening Profile was saved

SCREENNING_PROFILE_SAVED*

User Group was activated

USER_GROUP_ACTIVATED

User Group was inactivated

USER_GROUP_INACTIVATED

User Group was updated

USER_GROUP_UPDATED

User changed his/her password

USER_PASSWORD_CHANGED

SFTP User Profile was changed

USER_SFTP_CHANGED

* indicates Change Types that are no longer used
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15. AUTOMATED SCREENING MANAGER

Compliance Link’s Automated Screening Manager provides for automated, intelligent screening that
results in increased screening efficiency, consolidated match information, and a clear and complete
audit trail.

The Automated Screening Manager allows users to create a Master Dataset that will be screened
automatically based on the user’s preferences. Compliance Link will perform true “delta” screening
by understanding which of the Watch List Entities have been added or changed, as well as which input
records have changed over time, notifying users only when they have work to do reducing overall
processing times and manual intervention. This ensures that all of your screenings are up to date,
reducing regulatory and reputational risks. Once an action has been taken, the comprehensive audit
trail is updated showing auditors each and every step in the compliance process for every record, even
ones that did not produce matches.

The Automated Screening Manager User Manual will provide detailed instructions on how to use the
application to create the best practices within Compliance Link to fit within individual institution’s
processes. It will also serve as a useful reference tool for those individuals familiar with the application.
For further questions regarding the application or this manual please contact our Technical Support
staff at Support@Accuity.com. To begin to use the module click on the “Automated Screening
Manager” tab in Compliance Link.

COMPLIANCE LINK

WELCOME
Jameson McRae

& Welcome to Compliance Link

Case Inbox for Automated Screening Manager
You have 28 Available Cases in your inbox

Demo Account

I Compliance Link

Accuity's Compliance Link is an integrated solution for screening prospect, customer, vendor, or employee information, plus financial transaction data, against sanction
and enhanced due diligence lists. The application is an end-to-end solution designed to facilitate compliance with regulatory requirements of programs such as the 3rd

EU Money Laundering Directive, the USA PATRIOT Act, and the U.S. Treasury's Office of Foreign Assets Control (OFAC). Compliance Link is able to conduct automated,
ADMIN FUNCTIONS real-time, and batch file screening against multiple watch lists to fulfill your enhanced due diligence and Know Your Customer needs while providing a permanent audit
trail of the information screened.

In addition to screening, the solution provides review of matches, reporting, and False Positive Management through Rules and a white-list capable Good File. Additional
modules, such as language transliteration, private list management, and web services help increase the effectiveness of the solution and provide you with total control
of the screening and review process.

For more information about Compliance Link and Accuity's other solutions please visit Accuity.com.

General Support-Support@Accuity.com

FALSE POSITIVE RULES

SCREENING

For support, please email
Support@Accuity.com

© 2018 Accuity. All Rights Reserved.
Page 97 of 133


mailto:Support@Accuity.com

Compliance Link
Version 3.4 Administrator Guide .

15.1.Manage Datasets

Datasets are used to store sets of input records to be screened on an ongoing basis. Datasets are
configured to accept certain types of input record files and screen using specific parameters using
screening instructions. Data can be added to the dataset either through file import or through the
Automated Screening Lookup screen.

15.1.1. Adding/Editing Datasets

To begin this process click Manage Datasets within the Automated Screening Manager module:
1. Click Add Dataset
2. Name the Dataset
3. Make sure the Status is marked as “Active”

4. Select a Region for this dataset. If no region is needed, choose “All Regions.” For more
information about Regions, please refer to the Regions section of this Administrator Guide

COMPLIANCE LINK

WELCOME
R ® Manage Datasets
Compliance Link Demo
T oot Name | Statws | LatUploadDate |
Demo Dataset Active 03/06/2015 15:41:31
New Dataset Lookup Active 02/26/2015 10:12:40
Test MK Active 03/05/2015 11:05:35
Test? Active 11/26/2014 09:28:14
Trade Finance Active 03/05/2015 10:48:54

For support, please email
S @Accuity.com

15.1.2. Adding/Editing a Dataset’s File Specification:

File Specifications are used to format the expected input record data being imported into the dataset.
This also determines the fields available for users with access to Automated Screening Lookup for this
particular dataset.

1. Click on the Manage Datasets link in the sidebar
2. Click on the dataset name

3. Click “Add File Specification”
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4. If you have already created a File Specification from Compliance Link that you would like to
use for this particular Dataset you can chose that to copy that File Specification from the
“Copy From” dropdown box. Select the name of the pre-existing File Specifications and the
tields will be automatically be populated with the information. If not, follow the steps below:

5. Select the format of your file (e.g. Fixed Width, Delimited)

6. If your file is delimited, enter the Delimiter and Text Qualifier for your file in the boxes
provided.

7. If your file is fixed width, you will not be asked for the Delimiter and Text Qualifier. You
will need to enter the Field Name, the Start Position, the Field Length and Data Type for
each field. You cannot use the same Field Name for multiple fields. Indicate one field as the
Unique Field.

» NOTE: Fields longer than 4,000 bytes will be truncated.

WELCOME
Jameson McRae

© Add File Specification

Demo Account + = Required Field

ADMIN FUNCTIONS I Format: | --Select-- v | I ICopy From: | --Select-- v I

At least one field must be selected as Unique Field.

Fietd Name Fiod LongthlUnique Field] — Data Type |

Unspecified ¥
Unspecified v
SCREENING Unspecified v
Unspecified v
CASE MANAGEMENT Unspecified -

For support, Sa Add More Li
please call +1 847 676 9600 m SEE=

Follow the steps below to properly complete your File Specification:
1. Enter the Field Name.
2. Enter a Sort Order to indicate the order in which the fields appear in your input file.
3. If the file is Fixed Width, enter a Start Position and Field Length.

4. A single field must be selected as the Unique ID. A Unique ID is a value unique to that record
(i.e. account number) and not duplicated elsewhere in the dataset.
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5. Choose the Data Type from the dropdown list. If no data types match the expected input
data, choose Unspecified.

» NOTE: For Commodity Screening, use the Commodity Name, Commodity Routing
and Commodity Country fields. Commodity Name is used for fields that
will contain commodity information or descriptions. Commodity Routing
is used for fields that will contain station or routing codes (i.e. ORD = US)
that are mapped to ISO Country Codes using the routing mapping file.
Commodity Country is used when the field contains country information
instead of station codes (i.e. DE, Germany, and Deutschland). Whenever
any fields in a File Specification are marked as Commodity Type data, the
Commodity Screening Engine will be invoked during screening. Normal
GWL/PEP Screening and Commodity Screening can be used
simultaneously.

6. Repeat Steps 1-5 for all of the Field Names in your input file.

7. Once you populated all necessary fields, click Save.

COMPLIANCE LINK

WELCOME
Jameson McRae © Add File Specification

Demo Account + = Required Field

ADMIN FUNCTIONS Format: | Delimited ¥ | Delimiter: |, |+ Text Qualifier: " Copy From: | test v

At least one field must be selected as Unique Field.

Fiekd Nome Fietd LengthlUnique Fiea] —— Dota Type
|

Account Number 1 Customer Unique ID ¥

Name 2 MName - General v

SCREENING Country 3 | Country Name A
DOB 4 DOB v

CASE MANAGEMENT Unspecified v
Unspecified v

For support,

please call +1 847 676 9600

Save m Add More Lines
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15.1.3.

call.

Adding/Editing a Dataset’s Screening Instructions:

Screening Instructions determine how the records will be screened when they are first added to the
dataset, through file import, Automated Screening Lookup, and Automated Screening Web Service

1. Click on “Add Instructions” on the Edit Dataset page.

WELCOME

Jameson McRae © Edit Dataset

Demo Account

» = Required Field
Name: Demo

ADMIN FUNCTIONS

Status: | active T e Last Updated: 09/25/2014 10:33:45 » mcrag]

Data Specifications:

Format: Delimited Delimiter: , Text Qualifier: "
SCREENING
Account Number 1 ¥ Customer Unique 1D
CASE MANAGEMENT Name 2 N Name - General
Country B N Country Name
For support, DOB 4 N DOB

please call +1 B47 676 9600

Edit File Specification

Screening Instructions:

No Screening Instructions Exist.

B

2. Add the Screening Instruction Name.

Screening Fields:

1. Select which fields from your data will be Screening Fields and then select the

» NOTE: Multiple fields can be selected (at least one must be selected) as Screening

Screening Fields (at least one screening field must be selected) «

Threshold valid range: 50-100% (100% = Accuity Token only)

Field Name Data Type Screening Field |Threshold

Account Number  Customer Unique 1D

Mame MName - General L4 85
Country Country Name G4 100
DOB DOB

Fuzzy Logic threshold for each field selected as a Screening Field.

Fields. Only “screening fields” will be screened against the watch lists.
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» NOTE: Fuzzy Logic is based on the Edit Distance algorithm, or Levenshtein
Distance, which calculates the number of changes made to get the individual
text strings from the Input Record to equal the text strings from the Stop
Descriptor.

Screening Parameters:

Screening Parameters

Risk Scorecard: | Demo Scorecard ¥
Rules Pack: | DEFAULT v

Screening Options: ¥ Remove Middle Initial
lgnore Vessels
Character Mapping File: | DEFAULT v

Custom Dictionary: | --NONE-- *

Lists to Filter Against: (Must select at least one of the following lists) »

Select: All None # Accuity's OFAC List
#| Accuity OFAC Enhancements

All
BofE

Dave Test

3. If applicable, choose a Risk Scorecard for your Screening Instructions. Risk Scorecards are
created within Compliance Link under the Manage Screening Options tab.

4. Choose the (False Positive Reduction) Rules Pack for your Screening Instructions. Rules
Packs can be created and are editable under the False Positive Rules heading in Compliance
Link.

5. Select a Controlled Goods Policy. This requires the Controlled Goods Manager application
and may not be available in your account. Please contact Support@Accuity.com for more
information.

» NOTE: If a Controlled Goods Policy is selected, then the field that contains the
Good Description must be selected as a Screening Field.

6. Remove Middle-Initial — This option will remove the middle initial before filtering to
reduce false positive matches. Only screening fields will be affected. The text must be in the
format of Firstname [middle initial] Lastname or Lastname, Firstname [middle initial].

7. Ignore Vessels — This option will ignore any match where the entity type is Vessel.

8. Choose a Character Mapping File if applicable.
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9. Choose a Customer Dictionary if applicable.
10. Choose the Lists you would like to filter against.

11. Click Save

Once you have completed the File Specification and Screening Instructions click Save in the bottom
left corner of the Edit Dataset screen.

» NOTE: From the Manage Datasets page, you can click on any Dataset you have created and
edit any of the options in either the File Specification or Screening Instructions. To edit the
File Specification click the Edit File Specification button, and to edit the Screening
Instructions click on the name of the Screening Instruction.

» NOTE: If you add a second Screening Instruction to a Dataset it will screen against all
available instructions. Each watch list can only be on one Screening Instruction.

® Edit Dataset

» = Required Field

Name: Test

Status: | Active ¥ e Last Updated: 10/22/2014 16:42:51 » jmcrae

Data Specifications: Edit File Specification
Format: Delimited  Delimiter: , Text Qualifier: "

Name 1 N Name - People

City 2 N Unspecified
Country 3 N Country Name

DOB 4 M DOB

UniquelD 5 i Customer Unigue 1D

Screening Instructions:

BEning Fields: Name (50), City (100), Country (100)
Lists to Filter Against: Accuity’s OFAC List, Accuity OFAC Enhancements

Rules Pack: None Custom Dictionary: None Character Mapping File: Default Risk Scorecard: None
Screening Options: None

15.1.4. Configure Web Service Profile ID

Each dataset is automatically assigned a Web Service Profile ID that allows for either external Web
Service calls or Automated Screening Lookups to import and screen new, and existing, data into the
dataset. By default, the Web Service Profile ID is set to inactive.
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Activate or Deactivate a Web Service Profile ID

1. Click on Manage Datasets from the sidebar

2. Click on the dataset name

3. Click on the Web Service Profile ID hyperlink
4. Change the Status to Active or Inactive

5. Click on Save

Configure Allowed IP Addresses

Fach Dataset Web Service Profile ID can limit which IP addresses are allowed to make calls to that
particular datasets. For users that are importing and screening using the Automated Screening LLookup

tool, the Allowed IP Addresses field should be left empty.
1. Click on Manage Datasets from the sidebar
2. C(lick on the dataset name
3. Click on the Web Service Profile ID hyperlink
4. Enter the IP Address in the free text field
5. Click on Add (Click on Delete to remove the IP Address from the allowed list)
6. Repeat steps 4 and 5 until all IP Addresses have been added
7. Click on Save

Configure Assigned User Groups

User Groups are used to determine which users can import and screen this dataset through the
Automated Screening Lookup screen. Only users within groups assigned to the dataset and with the
Automated Screening Lookup feature set will be able to import and screen.

To add User Groups:
1. Click on Manage Datasets from the sidebar
2. C(lick on the dataset name
3. Click on the Web Service Profile ID hyperlink

4. Select one, or multiple, user groups from the Available User Groups section
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6.

7.

Click the single arrow, “>”, to move the selected user groups to the Assigned User Groups
section

Click the double arrow, “>>", to move all user groups to the Assigned User Groups section.

Click on Save

To remove User Groups:

1.

2.

Click on Manage Datasets from the sidebar

Click on the dataset name

Click on the Web Service Profile ID hyperlink

Select one, or multiple, user groups from the Assigned User Groups section

Click the single arrow, “<”, to move the selected user groups to the Available User Groups
section

Click the double arrow, “<<”, to move all user groups to the Available User Groups section

Click on Save
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15.1.5. Manual Full Dataset Screening
© Edit Dataset

» = Required Field

Name: New Dataset Lookup .

Status: | Active ¥ Last Updated: 08/10/2015 12:35:44 » DemoAdmin

Retain Match Status when Input Record changes

Data Specifications: Edit File Specification

Format: Delimited  Delimiter: , Text Qualifier: ”
Acct Number 1 i Customer Unique 1D
Name 2 N Name - General
DoB 3 N DoB

Address 4 N Unspecified

City 5 N Unspecified
Country 6 N Country Name

Screening Instructions:

Add Instructions

All

Screening Fields: City (100), Name (100), Country (100)

Lists to Filter Against: US PEP List powered by WorldCompliance, PEP List powered by WorldCompliance, 314a, PLM Test List
Rules Pack: None Custom Dictionary: Mone Character Mapping File: Default Risk Scorecard: None

Screening Options: None

Webservice Profile ID: eec9f16c-e88c-4043-aedc-bI3eld1422ec (Active)

mm Good File Migration m

If you would like to manually screen a full dataset against the full set of watch lists you can do so in
the Edit Dataset screen. In the bottom right hand corner of the Edit Dataset screen click Screen run
the full versus full screen.

Manual Full Dataset Screening can be a good way to get caught up on screening if any delta files have
not been loaded correctly or if there have been any errors in the screening process. During the Manual
Full Dataset Screening, Compliance Link will compare the matches against existing matches in the
database, if the match already exists, a duplicate will not be written.

15.1.6. Good File Migration

For users migrating their processes from Compliance Link’s batch processing model to Automated
Screening Manager, Good File Migration utilizes the existing Compliance Link Good File when
performing a full versus full dataset screening.

When the Good File Migration checkbox is checked, Compliance Link will compare all matches
occurring in Automated Screening Manager to the existing Compliance Link Good File. If the
following elements are identical, then the match will be assigned the status of “Passed by Good File”
and the Review Note of “Good File Migration” added to the record.

© 2018 Accuity. All Rights Reserved.
Page 106 of 133



Compliance Link
Version 3.4 Administrator Guide

e Unique ID
e Entity ID
e [Entity Version

Good File Migration should only be performed once for each dataset/file being moved from
Compliance Link Batch to Automated Screening Manager, however it can be run multiple times if
needed.

15.2.Import Datasets

1. Click Import Master Dataset under the Admin Functions heading in the Automated
Screening Manager Module.

2. Choose a pre-existing Dataset from the dropdown box.
3. Choose the File you are screening against the Dataset.
» NOTE: The file name must be 50 characters of less.
4. Click Import

» NOTE: The Inactivate All Records in this File will allow you to inactivate records
for a specific Dataset. For example, if you had customers who no longer you use
your setvice, you could upload a batch of their names to the Dataset in which they
appear and those records would become inactive.

5. After you click Import, your file will appear in the Import History with the Dataset used to
screen against, the file name screened, the upload and processing time, the user who
uploaded the file, and the adds, changes, and deletes to a particular file.

6. The Invalid heading shows any files that may have invalid records. Clicking on the number
will produce a downloadable file containing all invalid records, also known as the bad file.
Examine the downloaded file to detect the cause of the errots.
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® Import Master Datasets
+ = Required Field

Dataset o v,

Inactivate All Records in this File
[1mport
Import History
elee mport D _Daasot___—_[FieName Uposied —_—Procosad ___—lber____Adds _Changes_cltes_lltal _Siats |
t 4 1059 Standard 09/24/2014 11:20:05 09/24/2014 11:20:15 DemoAccount 0 0 0 8 Completed D
X 1058 Standard Rules Data.txt 09/23/2014 16:51:00 0%/23/2014 16:51:58 DemoAccount 28 0 0 18 Completed
K 1057 Standard Rules Data.txt 09/23/2014 15:55:30 09/23/2014 15:55:41 DemoAccount 28 0 (] 18 Completed 0
t 4 1056 Smitha Dataset  test.txt 09/22/2014 13:41:00 09/22/2014 13:41:21 autoSFTP 5 0 0 5 Completed 0
1055 Test Dataset 100K-RecordsFile. txt 09/19/2014 16:42:19 0%/20/2014 01:12:08 loeserd 0 0 66847 100000 Completed 33153
1040 Test Dataset 100K-RecordsFile. txt 09/18/2014 09:55:06 loeserd 0 0 0 0 Processing 0

t 4 1039 Test2 35K-RecordsFile.txt 09/18/2014 09:19:47 09/18/2014 09:40:59 loeserd 35625 0 0 35625 Completed 0
9 1024 Test Dataset 100K-RecordsFile. txt 09/17/2014 08:55:52 09/17/2014 09:59:52 loeserd 100000 O 0 100000 Completed 0O
X 1015 Test Dataset hassan. txt 09/16/2014 13:24:49 09/16/2014 13:25:11 loeserd 3 0 0 3 Completed 0

On occasion, a file does not match the File Specification under which it was processed. This can
happen 1) if the input file was created manually, 2) if there is something unusual about the data in the
input file such as embedded control characters, 3) if the number of fields does not match the File
Specification, or 4) an incorrect File Specification was chosen.

15.3.Notification Settings

Notification Settings allow you to configure email notifications when certain actions in Automated
Screening Manager take place.

1. Click “Notification Settings” in the Automated Screening Manager Module. There are four
types of Notification Settings that can be modified:

a. Import Notifications: sends an email when every time an import file has finished.

b. Watch List Update Notification: sends an email every time a Watch List has been
updated.

c. Screening Notifications: sends an email every time a screening against any list has
occurred.

d. Work Assignment Notifications: sends an email to each user when they have Assigned
or Available Cases to review
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o Notification Settings

Import Notifications
# Immediate
Once per Day
Send to the following E-Mails:

dema.account@accuity.com

Watch List Update Notifications
Immediats

# Once per Day

Send to the following E-Mails:

dema.account@accuity.com

Screening Notifications
# Immediate
Once per Day
Send to the following E-Mails:

dema.account@accuity.com

Work Assignment Notifications
# Send e-mail to Azigned Users every| 1 ¥ | hours

(e | e

2. Select when you want email notifications sent:
a. Import Notifications: Immediate or Once per Day
b. Watch List Update Notifications: Immediate or Once per Day
c. Screening Notifications: Immediate or Once per Day
d. Work Assignment Notifications: Every (1, 2, 4, 8, 12, 24, 48, 72) hours

3. Enter the recipient email addresses for Import Notification, Watch List Update Notification,
and/or Screening Notifications.

4. Click Save to save the changes or click Cancel to return to the previous screen.
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15.4.Screening History

Screening History shows the full history of screening within your institution. It documents when
screenings have occurred based on updates to datasets, watch lists, as well as manual screenings.

» NOTE: The Automated Screening Manager module is capable of having multiple
threads run simultaneously and is dependent on your environment. Please
refer to the Installation manual for more details.

& Screening History

© Search * Good File Migration
"D | Dataset | Instruction| List Name | GWLData | Input Data | _Scheduied Date | Completion Date | Screened Version | Status
29470 Demo Dataset GWL Fuzzy Accuity's OFAC List F F 08/14/2015 15:17:43 081772015 11:57:14  20150805124409 Firnished
28576 Demo Dataset GWL Furzy Accuity's OFAC List F D 08/10/2015 11:44:38  08/10/2015 11:52:27  20150805124409 Firished
27593 Demo Dataset GWL Furzy Accuity's OFAC List D F 08/05/2015 16:20:31  08/05/2015 16:23:04  20150805124409 Firished
27019 Demo Dataset GWL Furzy Accuity's OFAC List D F 08/03/2015 21:20:09  08/03/2015 21:21:08  20150803181115 Finished
26826 Demo Dataset GWL Furzy Accuity's OFAC List D F 07/31/2015 10:20:09  07/31/2015 10:20:31  20150731071145 Firished
25654 Demo Dataset GWL Furzy Accuity's OFAC List D F 07/23/2015 21:20:59  07/23/2015 21:21:06  20150723175416 Firished
24917 Demo Dataset GWL Furzy Accuity's OFAC List D F 07/21/2015 20:20:37  07/21/2015 20:21:05  20150721163551 Finished
21731 Demo Dataset GWL Fuzzy Accuity's OFAC List D F 07/02/205 17: 2117 07/02/201% 17:21:59  20150702123802 Firished
20239 Demo Dataset GWL Furzy Accuity's OFAC List D F 06/24/2015 20:20:42  06/24/2015 20:21:51  20150624170915 Firished
18705 Demo Dataset GWL Furzy Accuity's OFAC List F F 06/11/2015 19:39:28  06/11/2015 19:39:49 2015061110034 Firished
18615 Demo Dataset GWL Fuzzy Accuity's OFAC List D F 06/11/2015 13:20:35  06/11/2015 13:21:40 2015061110034 Finished
18057 Demo Dataset GWL Furzy Accuity's OFAC List D F 06/10/2015 17:21:11  06/10/2015 17:21:36  20150610141303 Firished
16858 Demo Dataset GWL Furzy Accuity's OFAC List D F 06/04/2015 18:21:11  06/04/2015 18:21:58  20150604113648 Firished
16652 Demo Dataset GWL Fuzzy Accuity's OFAC List F F 06/03/2015 10:47:18  06/03/2015 10:48:33 2050601114112 Finished
16600 Demo Dataset GWL Furzy Accuity's OFAC List F D 06/03/2015 10:41:10  06/03/2015 10:41:37  20150601114112 Firished
16453 Demo Dataset GWL Furzy Accuity's OFAC List D F 06/01/2015 14:20:37  06/01/2015 14:21:57  20150601114112 Firished
15123 Demo Dataset GWL Furzy Accuity's OFAC List D F 05/22/2015 17:20:19  05/22/2015 17:20:47  20150522142519 Finished
15018 Demo Dataset GWL Furzy Accuity's OFAC List F D 05/22/2015 11:29:32  05/22/2015 11:29:3%  20150521140156 Firished
14498 Demo Dataset GWL Furzy Accuity's OFAC List D F 05/21/2015 17:20:27  05/21/2015 17:20:51  20150521140156 Firished
12184 Demo Dataset GWL Furzy Accuity's OFAC List D F 04/28/2015 16:20:20  04/28/2015 16:21:20  20150428120859 Firished

Records 1-20 of 69 Total Records
234z

1. A unique ID will be automatically assigned to each time a screen is done against any list.
2. Dataset provides the name of the Dataset screened against.

3. Instructions provide the name of the Dataset that was screened against.

» NOTE: The Dataset in the Instructions is a hypetlink that will provide the
Instructions from the Dataset at the time of the screening. If a Dataset is
edited the hyperlink in the Instructions will not update. This will allow the
User to know exactly how something was screened at the time of the
screening, since Datasets will likely change over time.
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4. List provides the name of the Global WatchList, Private List, or Commodity List screened

against.

5. The GWL Data and Cust Data heading tell you whether it was a Full (F) or Delta (D) file

that was screened.

6. Schedule Date provides the time that the screening began to process.

7. Completion Date provides the time that the screening completed.

8. Screened Version provides the version of the List that was screened. The number in the

Screened Version correlates to the time in which the list was updated in the following

format: year, month, day, hour, minute, second.

9. The following Statuses are available:

New: when a batch is created either because they manually submitted screening from the
dataset, an update to the dataset occurred causing an automated batch screening, or an
update to a list occurred causing an automated batch screening.

Start: when the batch is picked up by the thread and the screening parameters are
read/checked that the batch is ready to go.

Processing: when the batch is being run.

Failed/Etror/Restart: when Compliance Link is unable to complete the screening
process the failed error message will appear. Jobs can be restarted by clicking the
“restart” button. Some examples include, if the file specification changed and doesn’t
match the fields from the file or if a configuration issue exists for the system/database
(intranet).

Finished: when the batch is done running, and results can be reviewed.

15.5. Workflow Configuration

15.5.1.

Region Management

Automated Screening Manager allows for datasets and User Groups to be assigned to specific Regions.
This limits what data users, even Automated Screening Case Admins, can see within Automated
Screening Manager. User Groups assigned to a specific region will only be able to search for Input
Records from datasets within region. If a User Group is assigned to All Regions, then they are able to
see all data within all datasets.
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To add Regions:
1. Click on Region Management from the sidebar
2. Click on Add Region
3. Enter the Name of the Region
4. Click on Save
To assign User Groups to Regions:
1. Click on Region Management from the sidebar

2. Select a Region from the dropdown for each User Group

3. Click on Save

16. ASM SUB-CASE TYPES

Master Datasets are used to store sets of input records to be screened on an ongoing basis. A Dataset
is imported into ASM, screening instructions are set-up, a workflow is created and data is then
screened. Cases are generated for input records after screening whether or not matches are produced.
For the cases that have generated a potential match or matches, ASM will distribute those matches
into Sub-case Types on the Case Review Screen. Currently, there are five default Sub-case Types added
to every dataset (when created) that are used to organize case level matches.

Sub-case Type Description

The Commodity Sub-case Type or CWL will contain matches that are relevant to Dual use goods and
Commodity commodity screening.
Example: Match types CWL.

The GWL Sub-case Type will contain matches from all Accuity Sanctions or Global WatchLists.

GWL Example: Accuity OFAC Enhancements, HMT, etc.

This Sub-case Type is maintained for all datasets as a catch-all. If a dataset has been set up in a way where
matches do not have a sub-case Type to be placed in, those matches will be grouped here.

Other Example: A dataset is configured with the PEP/EDD Sub-case Type only, but the screening instruction has
the Accuity OFAC Enhancements list marked, any matches off that list will go into the “Other” Sub-case
Type, until a GWL sub-case is configured to a Dataset by an Administrator.

The PEP/EDD Sub-case Type will contain matches from all Accuity PEP (Politically Exposed Person or
PEP/EDD Enhanced Due Diligence Lists).
Example: US PEP List powered by WorldCompliance)

The Private Sub-case Type will contain matches from all customer loaded private lists.

Private Example: 314(a) List or any private list loaded.
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Below is a look at an ASM Case (with matches) on the Case Review screen. Applicable matches are
organized into the various Sub-case Type tabs.

COMPLIANCE LINK

 Case Review
CaselD: 508332 UniquelD: 11 Dataset Name: Accounts File
Sub-case Status: GWL - Open Assigned User: N/A - Unassigned
PEP/EDD - Open N/A - Unassigned
Private - Open N/A - Unassigned
Matches are
w=Roguikred Fiska organized into Sub-
Input Record History: owL PEP/EDD Private 4 cases (GWL, PEP/EDD
Version: 09/22/2017 13:35:27 Select:  --NONE-- v Expand All and P”Va'te) on the
Unique ID: 11 Case Review screen.
Account Name: DOST MOHAMMAD, NIK MOHAMMAD + 64554 BEL DOST MOHAMMAD, NIK MOHAMMAD Open
DOB: 1957

Country: Afghanistan

64568 BEL l,
Type: Male + BEL MOHAMMADI, MOHAMMAD SHAFIQ Open

+ 4 Sources AMIR MOHAMMAD, MOHAMMAD SADIQ Open

+ 7 Sources SHAH MOHAMMED, AKHTAR MOHAMMAD MANSOUR Open

+ 7 Sources DOST MOHAMMAD, NIK MOHAMMAD Open

+ 91924 £S5 NIK, MOHAMMAD Open

[Full/Delta] Instruction | _ Version

09/22/2017 13:37:59 Screening (Input Record Change) UKRAINE STATE FINANCIAL MONITORING SERVICE (NS)
09/22/2017 13:37:57 Screening (Input Record Change) EEBIBSITADIKIRER USIR & U b (Japan MOF)

All Screening 20160615155545
All Screening 20140411124713
All Screening 20170919143515
All Screening 20150219223008
All Screening 20150128184645
All Screening 2013105153918

All Screening Y

Show Full Audit Trail

A list of all Sub-case Types can be found on the Dataset Workflow Configuration screen. Sub-case
Types are listed alphabetically by name and a description of each is displayed. Additionally, the table
will only include the first ten Sub-case Types and a “View All” button is available to view all Sub-case
Types (not pictured below).

WELCOME .
Tom ® Workflow Configuration: Tom's Account

Tom's Account
Sub-case Types

Subcese Type

314(a) All Matches off 314(a) List
APAC G\ All Matches from APAC lists
Bank Info Validation of Payment Information
BankMaster Validation of banking records
BEGWL All matches from BE list
Commodity Match Type = Commodity
GWL Match Type = GV/L
Other Matches that are not assigned to a Sub-case
PEP/EDD Match Type = PEP/EDD
Private Match Type = Private

For support, please email

Support@Accuity.com Datasets Configuration

View Re-assignment History
Dataset Name m Dataset Workflow Sub-case Configuration Re-calculate

Customer Accounts Active View/Edit View/Edit
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17. CREATING NEW SUB-CASE TYPES

Sub-case Types can be created at an account level. Since Sub-case Types can be configured with any
Dataset and Datasets can be restricted to certain user groups or regions, the adding and editing of
Sub-case Types are limited to Administrators. Sub-case Type creation and editing is completed in the
Workflow Configuration screen under the Admin Functions in the Automated Screening Manager.

17.1.Sub-case Type

Creation: COMPLIANCE LINK

1. Click the Workflow Configuration ® Add Sub-case

link from the sidebar (image above).

«+ = Required Field

2. On the Workflow Configuration screen, I

select the Add Sub-case button located M:::: (tches o Hlefe)

at the top of the Sub-case types table. © Mateh Types: No Match Types Selectad /
3. Clicking this will take you to the Add e 4 |

So Code:
Sub-case screen. ot

Assigned Datasets: ecounts e

4. Enter a name value. The Name field is
a required field, that identifies the Sub- | EIE=]
case Type. This field is limited to ten
characters.

5. Enter a Sub-case Type description. The Description field is a required field that describes
the Sub-case Type criteria. This field is limited to fifty characters.

6. Enter the Sub-case Type Criteria. This criteria will determine what type of matches a Sub-
case Type will hold. The table below displays the three selection types available.

Criteria Type Description

Click the # icon on the screen to open up the available match types. There are four standard Match
Types: Commodity, GWL, PEP/EDD and Private. Selecting one or all of these will drive matches from
Match Type all applicable WatchlLists.

Example: Selecting GWL and PEP/EDD will drive all matches from the GWL and PEP/EDD lists.

) Click the # icon to open the available lists for selection. You may select one or multiple lists.
List Type Example: Selecting the 314(a) list will drive all 314(a) matches into the Sub-case.

Type a source code into the source code field. Source codes must be typed exactly like they are found
Source Code in the list. Click the  symbol to add more source codes to the criteria.

Note: The five default Sub-case Types will not be editable. However, the GWL, PEP/EDD, Private and
Commodity Sub-case Types can be removed from any Dataset. The only Sub-case Type that cannot be removed
from a dataset is “Other”. Section 18 will describe how to configure (add or remove) a Sub-case Type to a Dataset.

Note: There is also a list of all of the Datasets that a Sub-case Type is assigned to (Assigned Datasets). It will only
display once a Sub-case Type is configured to a Dataset.

7. Click the Save button when finished
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17.2.Editing an Existing Sub-case Type

To edit an existing Sub-case Type,

click the Sub-case Type Name |sub-casetypes
highlighted in blue font. This will
open up the Edit screen for the Sabcsse Typo
selected Sub-case Type where the user Vs ALl Matches off 314(a] List
d. h P . . I f APAC GWL All Matches from APAC lists
can mo 1fy the CXlStlﬂg criteria. Bank Info Validation of Payment Information
Changes are made to a Sub-case Type, BankMaster validation of banking records
Dataset re-calculation is required to [ %% All matches from BE fst

successfully drive matches into the Sub-case Type.

Section 21 will describe how to re-calculate or re-assign a dataset.
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18. CONFIGURING A DATASET’S SUB-CASE TYPES

All Dataset’s (once created) will include the five default Sub-case Types (GWL, PEP/EDD, Private,
Commodities and Other). Additional Sub-case Types that are created can be configured to any dataset.
There is currently a configuration limitation of ten Sub-case Types per Dataset. Configuration is
completed in the Workflow Configuration screen under the Admin Functions in Automated
Screening Manager.

18.1.Sub-Case Configuration
To configure Sub-case Types for a Dataset

Workflow Configuration: Tom's Account

Sub-case Types

1. Click the View/Edit link under the
Sub-Case Configuration column.

Note: This is a necessary step to ensure
that Cases in your Dataset have potential
matches organized correctly. Pt ot

Seeponacomy.com Datasets Configuration

Qb MALches 2 et nigned 1 & b cae
Match Type « PER/E00
Watch Typw « Frivate

| OutasetName | Stetn | Outeset Workflow | Sascone Configuration | e caloate |

Cuntomer Accounts acti ;

2. 'This will bring you to the Sub-case
configuration screen. The image
below describes the features found on this screen.

Navigate to different

) . Dataset’s Sub-Case
© Sub-case Configuration: Customer Accounts configuration screen

Click the Configure Sub-
cases button to add,

¥

remove and prioritize From left to right, the Sub- Dataset: | Customer Accounts ¥
Sub-cases for the Dataset cases are displayed in order Inactive Datasets are marked with an *
of priority (click the
\ Drag and drop rows to change status hierarchy Configure Sub-cases button X
to set the priority)
Configure Sub-cases
GWL ‘ PEP/EDD ] Private I Commaodity | Other

Open < Set the Status

Changed Hierarchy by

dragging the
i rows into the
desired order

Pending Review

True Match After configuration,
ensure that the
Dataset’s Workflow is
Passed by Good File set-up appropriately

False Positive

Passed by Rules

¥
+ = Unsaved statuses in the hierarchy m@ Dataset Workflow
~

Save all changes when
finished. Please ensure
that no statuses have a

gt

+" next to it.
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10.

Click the Configure Sub-case link to add, remove and prioritize Sub-case Types for the
dataset. Every Dataset will automatically be configured with the five default Sub-Case Types.

Select a new or existing Sub-case Types on
the left (in the available Sub-case list) and
click the @l button to move it into the

Configure Sub-cases: Customer Accounts

Drag and drop the rows on the right to change sub-case priority

Availablo Sub.cases »
o Drag and droj
Dataset. 3146) = o T gl
BE GWL PEP/EDD 2 Sub-cases to set
. L. APAC GWL = ... 3 the priority
Note: There is a limit of ten Sub-case Types Bank nfo Commot) s
allowed per Dataset. The “Other” Sub-case Type, — -
. Cancel
cannot be removed from any dataset as it acts as a m = e e ———

available Sub-case into or out of the Dataset

Save all
changes

After the applicable Sub-case Types are added (or removed) to a Dataset, the Sub-case Type
will need to be prioritized according to the needs of the user.

catch-all for all unsynchronized matches.

Add Sub-cases to Dataset

Note: It is important to understand how Sub-
case priority works. We always recommend
that the five default Sub-case Types are left
configured to all Datasets.

This Sub-case is for potential
matches from the 314(a)
list. This Sub-case will need
= tobe placed above "Private”
Sub-case in the priority to
ensure potential matches
are added here and can be
viewed in Case Review.

314(a)

Private

(LIS o ST

Commaodity

Other I

Note: If custom Sub-case Types are created and added
into a Dataset, they should be prioritized over the default Sub-case Types to ensure potential matches are
organized correctly.

Click the save button when finished.

Once a Sub-case Type is added, prioritized and saved to a Dataset, it will display on the Sub-
case Configuration screen. Ensure that all desired Sub-cases are present and in the correct
order (left to right). If they are not, please re-configure any missing Sub-cases and ensure the
save button is clicked.

All configured Sub-cases
will have their own Status
Hierarchy. Click the tab at
the top of the table to
assign the hierarchy for
each available Sub-case

The final step is to assign the Status
Hierarchy for each Sub-case. Click

the Sub-case Type tab at the top of
the table to view and/or change the
Status Hierarchy. There are six Sub-

case Types in the example to the
right. The 314(a) Sub-case Type is

314(a) GWL PEP/EDD Private

Commodity

Drag the Status up or
down toensure the most
important or high Priority
Statuses can be seen first
in Case Review

Changed
Pending Review
True Match

False Positive
passed by Good File
Passed by Rules

+ = Unsaved statuses in the hierarchy m Dataset Workflow

currently highlighted.

Note: The “Other” Sub-case Type will always be prioritized last as a catch-all.

Drag and Drop the Status rows to set the hierarchy.

Note: The “Sub-case Status Hierarchy” will determine the order in which the different types of Case Statuses,
Match Types and Match Statuses (in particular) will be reviewed. Each Dataset will have its own unique
Hierarchy to help prioritize the most important statuses for a particular Match Type to ensure the high-priority
matches are reviewed first.

Click the save button.
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19. CONFIGURE A DATASET’'S WORKFLOW

Each Dataset will have its own workflow custom tailored to the organization’s needs. The workflow
will allow the assignment of specific Sub-case Types to different User Groups in order to better
separate the workload amongst the different groups reviewing a case.

1. Click Workflow Configuration
under the Admin Functions in
Automated Screening Manager.

2. Click on the View/Edit link under
Dataset Workflow for the Dataset
you would like to configure. This
will bring you to the Dataset

Screening Manager.

© Workflow Configuration: Tom's Account

e

Workflow screen. The following A
steps outline how to create a
workflow in the Automated

There are four values that are available for Workflow configuration.

Column Name Description

Name

This represents the Name of the stage. It is currently limited to 30 characters.

Assigned Statuses

This column will include two values, the Sub-case Types that are configured to the Dataset
(which are found horizontally at the top) and the assignment match statuses (listed vertically
underneath the Sub-case Type values).

User Assignment

This column will include three values: Assignment Types, User Groups and Maker Checker.

Assignment Types:

1. No Assignment: Any user within the institution with the proper review capabilities can view
these cases.

2. Final: These cases have reached a final state and can only be accessed by Automated
Screening Manager Case Administrators.

3. Automatic: Automatically assigns an even amount of Cases to each User within a User
Group.

4. Sign Out: Once a User accesses a Case it becomes assigned to them and all others non-admin
users will be locked out.

Note: Only the assigned User and Administrators will be able to access cases that are assigned to a user.
User Group:

All of the available User Groups will be found here in a drop down. The same group can be
used for different Sub-cases and different stages.

Maker/Checker:

This option allows the user that last reviewed/created the Sub-case to not review the match
again. This is commonly referred to as a “four-eyed” review and can be used to have multiple
users within the same User Group validate each other’s work.

Review Statuses Available

This column will include all of the available review statuses that the assigned user group are limited
to for disposition (at a paticular stage).
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Dataset Workflow: Customer Accounts

Dataset: Customer Accounts ¥
+ = Required Field
Inactive Datasets are marked with an *

¥ GWL L PEP/EDD L 314(a) L Private |/ Other

Changed

¥ Changed Assignment Type: Automatic v False Positive
False Positive ¥ Hold
: re o =
WL - First Level R . " aw ieve
GWL - First Level Revie: @ Open User Group: GWL Reviev v Passed by Good File
Passed by Good File Passed by Rules
Passed by Rules Maker Checker: @ ¥ Pending Review
Pending Review True Match
True Match
[ ] Goreet [ oo | oy

3. Name the Stage
4. Check the Sub-case Type(s) (GWL, PEP/EDD, etc.) relevant to the Stage.
5. Check the Assigned Status(es) of the Stage.

Note: The User Group selected to review this Stage of the Workflow will only be required to review Cases with
the Assigned Statuses chosen.

6. Choose the Assignment Type and User Group assigned to the Stage.

7. Check Maker/Checker if this option should be used when Sub-case Types enter this
workflow stage.

8. Select the User Group that will review the Cases in this Stage of the Workflow (for
Automatic and Sign Out only).

9. Select the Review Statuses Available for this Stage. These Review Statuses determine what
status a user can mark a match in this stage. In the above example, any case with the status of
GWL-Open or Changed will only be able to be changed to Hold and Pending Review. None
of the other match statuses will be available to the reviewing user (during disposition in Case
Review).

10. Click Add Stage in the bottom left corner of the Configure Workflow screen to add another
Stage to the Workflow.

11. If you would like to create or change the Hierarchy for a Dataset click the Assign Hierarchy
button in the bottom right corner.

Note: More information on Assigning Hierarchies can be found in the Sub-Case Type Configuration portion of
this manual.

12. After you have configured all Stages of a Dataset’s Workflow, click Save.

Note: If you edit your Workflow for a particular Dataset the changes will apply for all screenings going forward,
but will not retroactively reassign all matches that may still be outstanding from previous screens. You will have
to Re-calculate the Dataset to ensure that historical matches are re-assigned. Section five will describe how to re-
calculate or re-assign a dataset.
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20.

In order to ensure that the application is accurately assigning potential matches or hits to the correct
Sub-case Type and following the Dataset workflow correctly, the Dataset Re-assignment feature will

DATASET WORKFLOW RE-ASSIGNMENT

allow Admins to re-calculate a Dataset due to any adhoc changes (without rescreening).

This Re-assignment should be completed after the following scenarios:

0 b=

A new sub-case Type is created and configured to a Dataset.
A Sub-case Type is re-prioritized in a Dataset.
A change to the status hierarchy for a Sub-case Type is made.

Any Dataset workflow changes are made.

20.1.Re-calculating a Dataset

The following steps must be completed for dataset re-assighment:

1. Click Workflow Configuration under the Admin Functions in Automated Screening
Manager.
2. A note on the screen will appear if a Dataset needs to be re-assigned.
Workflow Configuration: Tom's Account
Sub-case Types
Sub-ase Type
314(a) All Matches off 314(a) List
APAC GV All Matches from APAC lists
Bank Info Validation of Payment Information
BankMaster Validation of banking records
BE GWL All matches from BE list
Commodity Match Type = Commodity
GWL Match Type = GWL
Other Matches that are not assigned to a Sub-case
PEP/EDD Match Type = PEP/EDD
Private Match Type = Private
—'[ You may need to re-assign datasets due to sub-case or workflow changes ]
Datasets Configuration
[ umethame L Sans L Detmet Workow L Subcme Contipration e colcvate |
Customer Accounts Active View/Edit View/Edit m
3. You may choose to click the Re-assign All link, which will re-assign all datasets applicable,
or you can re-assign single Datasets by clicking the Submit link in the re-calculate column.
4. A pop-up modal will appear for the admin to confirm the re-assignment action.
5. When submitting a Dataset for re-assignment, the Dataset Re-assignment history table will

display the re-assignment processes and their stage. Dataset re-assignment processes can be
canceled on the history screen, if further changes are required or the action needs to be

canceled.

Note: Inactive datasets cannot be re-calculated.
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20.2.Dataset Re-assignment error scenarios

Please review the following section that describes error scenarios and more context into Dataset re-
assignment.

20.2.1. Re-assignment due to Workflow changes

If there are any changes to the Dataset workflow (new Stage, new User Group, new Sub-case Type,
etc.), those changes will be reflected for ongoing screening and new screening only. If the Admin
would like to re-assign all cases (specifically the Sub-case Types) to reflect the current or updated
workflow, the admin will need to re-calculate the dataset. Upon re-assignment, Sub-case Types that
are currently assigned to users may be assigned to a different user in that group.

For example, if a new user is added to a group and the admin would like to distribute Sub-case Types
automatically to that user, upon dataset re-assignment all Sub-case Types at any given stage will be re-
assigned to any users in a group based on workflow configuration settings.

Note: When a dataset is being re-calculated, the editing of the workflow configuration will be locked. A message indicating
this will be displayed on the Dataset Workflow page and the save buttons will be removed.

20.2.2. Re-assignment due to Sub-case Type changes

If a new Sub-case Type is added to a dataset or if a Sub-case Type is re-prioritized in a dataset, the
Admin will have to re-calculate the Dataset to ensure that matches are driven into the Sub-case
successfully. Before doing this, The Sub-case Type should be prioritized and the Dataset Workflow
should be set up accordingly first.

For example: If a new Sub-case Type is created for 314(a) screening, the 314(a) Sub-case Type must
be added to the dataset in the Sub-case Configuration screen and prioritized above the “Private” Sub-
case Type. Upon Dataset Re-assignment, all matches applicable to 314(a) will be moved out of the
Private Sub-case Type and pushed into the new 314(a) Sub-case Type.

Note: When a Dataset is being re-calculated, the editing of a Sub-case Type (applicable to the Dataset) will be locked for
editing. A message indicating this will be displayed on the Add/Edit Sub-case page and the save buttons will be removed.
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20.2.3. Unsynchronized Cases/ Sub-case Types

Cases (specifically Sub-case Types in a case)
Case Review =3

Can become unsynChronized When the tWO This case will remain non-editable until the Dataset re-assignment process is completed.

Unique ID: 03 Datasct Name: Cusstomer Accounts

following scenarios occur: p——

1. A case in inactive and,

+ 906666 PAY BANK OF GUANGINOU C0., LTD. Open

2. An applicable Sub-case Type for the

inactive case was removed from the
Dataset’s configuration

21. REVIEWING AND ASSIGNING CASE STATUSES

21.1.1. Case Review

There are two ways to review your Cases within Automated Screening Manager:
1. Click Case Search under the Case Management heading in Automated Screening Manager

2. Click the hyperlink of the amount of Cases you have available for review in your Inbox from
the Compliance Link home screen. This will take you directly to you inbox where you can
review assigned or available Cases.

' COMPLIANCE LINK

WELCOME

Jameson McRae & Welcome to Compliance Link

Case Inbox for Automated Screening Manager
You have 28 Available Cases in your inbox

Demo Account

Compliance Link

Accuity’s Compliance Link is an integrated solution for screening prospect, customer, vendor, or employes information, plus financial transaction data, against sanction
and enhanced due diligence lists. The application is an end-to-end solution designed to facilitate compliance with regulatory requirements of programs such as the 3rd|

EU Money Laundering Directive, the USA PATRIOT Act, and the U.S. Treasury's Office of Foreign Assets Control (OFAC). Compliance Link is able to conduct automated,
W real-time, and batch file screening against multiple watch lists to fulfill your enhanced due diligence and Know Your Customer needs while providing a permanent audi
trail of the information screened.

In addition to screening, the solution provides review of matches, reporting, and False Positive Management through Rules and a white-list capable Good File. Addition;
modules, such as language transliteration, private list management, and web services help increase the effectiveness of the solution and provide you with total control
of the screening and review process.

For more information about Compliance Link and Accuity's other solutions please visit Accuity.com.

General Support-Support@Accuity.com
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1. Click the Case Review link in the sidebar under Case Management.
® Case Search
@ Search
Dataset: | __cejact.- v
Inactive Datasets are marked with an *
Case ID From: To:
Unique 1D:
Case Status:
TYPE: Commodity GV/L PEP/EDD Private
STATUS: Changed False Positive Final Status
Hold In Progress Open
Passed by Good File Passed by Rules Pending Review
True Match
Search By Date Type: - Select Date Type-—-- - Date From: Date To:
(mm/ddyyyy) (mm/dd/yyyy)
Input Record: —-Select-- v |Equals b Include Past Records
--Select-- ¥ || Equals hd Include Past Records
--Select-- ¥ | Equals v Include Past Records
Assigned User: _-Select-- =
Inactive Users are marked with an *
Input Record Status: | 5| v
Match Result: | contains Matches v
Show all cases assigned to me: |«
Show all available cases:
| Search | Clear |

2. Search for Matches by one or more of the following criteria:
a. A specific Dataset (from the dropdown list)

b. A specific Case or a range of Cases (Case ID)
c. Unique ID (from the Input Record)

d. Case Type (Commodity, GWL, PEP/EDD, Private)

e. Case Status {Changed, False Positive (Good), Hold, Open, Passed by Good File,
Passed by Rules, Pending Review, True Match (Blocked), as well as any custom match
statuses }

f. Input Record created or updated date (by providing a date range and record type)

g. Up to 3 Input Record Fields

h. Check “Include Past Records” to search for inactive Input Record versions. If left
unchecked, only the most recent versions will be searched
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o
.

Assigned User (User ID)

Customer Status (Active or Inactive)

Match Results (ALL, Contains Matches, or Contains No Matches)

Show all Cases assigned to you

m. Show all available Cases

After you have chosen your Case Search criteria click Search. The results of your search will

appear with the following:

a.

g.

The Dataset in which your Case appeared

The Unique ID from your Input Record to help identify a specific Case

Whether the customer is Active or Inactive via the Customer Status

A Record Sample that shows the Unique ID and screening fields up to 50 characters of
the Input Record.

Case Status shows the aggregated status of all of the matches against an Input Record

based on status hierarchy.

Assigned User is displayed with their User ID present.

Input Record version (Date)

@ Case Search
© Search
[Case ID| _Dataset [Unique IDinput Record Status| ___ RecordSample | Sub-case Statusles) | Assigned User(s)| Input Record Version |
1822 Demo Dataset 500-10002 Active 500-10002 | Mary Test Greene| 314 Cody Crossing| South  GWL - Passed by Rules N/A& - Final 05/22/2015 11:29:21
1823  Demo Dataset 500-10004 Active 500-10004 Linda. Craig Mendoza | null| Loomis|MS 23804 Private - True Match N/A - Final 11/05/2014 12:33:47
1824  Demo Dataset 500-10005 Active 500-100051Sharon Austin| 87 Fuller Hill|Paradize [OH  PEP/EDD - False Positive N/A - Final 11/05/2014 12:33:47
1825  Demo Dataset 500-10006 Active 500-100061Carl Patricia Harris| 22322 Bonner Strest  GWL - Hold N/A - Unassigned 11/05/2014 12:33:47
1827  Demo Dataset 500-10008 Active 500-10008| Ruth Shawn Carr| 6909 Atwood Trail|Calipa  PEP/EDD - Passed by Rules & more N/A - Final 11/05/2014 12:33:47
1829  Demo Dataset 500-10010 Active 500-100101 Chris Lois Meyer| 98 Sloan Paint|Sacramen  PEP/EDD - Open N/A - Unassigned 11/05/2014 12:33:
1830  Demo Dataset 500-10011 Active 500-10011 | Christine Jessica Freeman | 863 Almo Terra  PEP/EDD - Passed by Rules N/A - Final 11/05/2014 12:33:
1831  Demo Dataset 500-10012 Active 500-10012| Frank Test Berry|4 Gulseth Pass|Avenal|W  PEP/EDD - Open N/A - Unassigned 06/03/2015 10:41:
1832 Demo Dataset 500-10013 Active 500-10013| Micholas Reynolds| 5577 Morthview Alley|[H  GWL - Open & more /A - Unassigned 11/05/2014 12:33:
1833  Demo Dataset 500-10014 Active 500-10014] Debra Judith Cook| 95312 Mockingbird Stre  PEP/EDD - Passed by Rules /A - Final 11/05/2014 12:33:
1834  Demo Dataset 500-10015 Active 500-10015| Martin Larson| 9165 Saint Paul Parkway|Sa  PEP/EDD - Passed by Rules /A - Final 11/05/2014 12:33:
1836  Demo Dataset 500-10017 Active 500-10017 | Howard Virginia Walker| 80348 Meadow Ridg PEP/EDD - Open /A - Unassigned 11/05/2014 12:33:
1837  Demo Dataset 500-10018 Active 500-100181 Doris Jack Fernandez|2 Dottie Crossing[S  GWL - Open & more /A - Unassigned 11/05/2014 12:33:47
1838  Demo Dataset 500-10019 Active 500-100191 Evelyn Elizabeth Lawrence|s Elmside Lane  PEP/EDD - Passed by Rules /A - Final 11/05/2014 12:
1839  Demo Dataset 500-10020 Active 500-100201Peter Ronald Bishop 190340 Hauk Drive|Tru  PEP/EDD - Open /A - Unassigned 11/05/2014 12:33:47
1840  Demo Dataset 500-10021 Active 500-10021 1 Andrea Samuel Edwards| null| Alturas|MT111 PEF/EDD - Opsn & more 74 - Unassigned 11/05/2014 12:33:47
1842  Demo Dataset 500-10023 Active 500-100231Ronald Ronald Ray | null | Hollister [IA11026  GWL - Open & more 74 - Unassigned 11/05/2014 12:33:47
1843  Demo Dataset 500-10024 Active 500-100241 4lan Frank Cruz|2465 Carioca HilllPortol  PEP/EDD - Opsn 74 - Unassigned 11/05/2014 12:33:47
1844  Demo Dataset 500-10025 Active 500-100251Billy Eric Tucker | 130 Ryan Circle|Downey  PEP/EDD - Opsn 74 - Unassigned 11/05/2014 12:33:47
1845  Demo Dataset 500-10026 Active 500-100261 Justin Nicole Welch|821 Dryden Pass|Cany  PEP/EDD - Passed by Rules W74 - Final 11/05/2014 12:33:47

Recards 1-20 of 1000(+) Total Recards

11456z ::
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21.2.Sub-case Re-assignment

Users with the ASM Case Admin feature set are able to re-assign Sub-cases from user to user.
To assign Sub-cases:

1. Click on Sub-case Assignment in the sidebar

2. Search for Sub-cases using the available criteria

3. At the bottom of the Case Search screen you can Assign Selected Results or Assign All
Results from a specific Case Search to a certain User via the dropdown list.

» NOTE: To Assign Selected Results to Users select the checkbox next to a
particular Case, choose the User from the dropdown list, and click Assign
Selected Results.

® Sub-case Assignment Search

© Search

2108 Demo Dataset 500-10003 Active 500-10003 | Mary Test Greene | 314 Cody Crossing|South GWL - Passed by Rules N/A - Final 05/22/2015 11:29:31
2102 Demo Dataset 500-10004 Active 500-10004 | Linda Craig Mendoza | null | Loomis | MS| 23804 Private - True Match N/A - Final 11/05/2014 12:33:47
2042 Demo Dataset 500-10005 Active 500-10005 | Sharon Austin| 87 Fuller Hill | Paradise| OH PEP/EDD - False Positive N/A - Final 11/05/2014 12:33:47
2050 Demo Dataset 500-10006 Active 500-10006 | Carl Patricia Harris| 22332 Bonner Street GWL - Hold N/A - Unassigned 11/05/2014 12:33:47
2073 Demo Dataset 500-10008 Active 500-10008 | Ruth Shawn Carr|6909 Atwood Trail | Calipa PEP/EDD - Passed by Rules N/A - Final 11/05/2014 12:33:47
2080 Demo Dataset 500-10008 Active 500-10008 | Ruth Shawn Carr|6909 Atwood Trail | Calipa Private - In Progress N/A - Unassigned 11/05/2014 12:33:47
2009 Demo Dataset 500-10010 Active 500-10010| Chris Lois Meyer|98 Sloan Point | Sacramen PEP/EDD - Open N/A - Unassigned 11/05/2014 12:33:47
2026 Demo Dataset 500-10011 Active 500-10011 | Christine Jessica Freeman|863 Almo Terra PEP/EDD - Passed by Rules N/A - Final 11/05/2014 12:33:47
2034 Demo Dataset 500-10012 Active 500-10012 | Frank Test Berry|4 Gulseth Pass| Avenal| W PEP/EDD - Open N/A - Unassigned 06/03/2015 10:41:09
1945 Demo Dataset 500-10013 Active 500-10013 | Nicholas Reynolds|5577 Northview Alley |H GWL - Open N/A - Unassigned 11/05/2014 12:33:47
1953 Demo Dataset 500-10013 Active 500-10013 | Nicholas Reynolds|5577 Northview Alley |H PEP/EDD - Open N/A - Unassigned 11/05/2014 12:33:47
1962 Demo Dataset 500-10014 Active 500-10014| Debra Judith Cook| 95312 Mockingbird Stre PEP/EDD - Passed by Rules N/A - Final 11/05/2014 12:33:47
207998 Demo Dataset 500-10015 Active 500-10015| Martin Larson|9165 Saint Paul Parkway|Sa PEP/EDD - Passed by Rules N/A - Final 11/05/2014 12:33:47
1905 Demo Dataset 500-10017 Active 500-10017 | Howsard Virginia Walker | 80348 Meadow Ridg PEP/EDD - Open N/A - Unassigned 11/05/2014 12:33:47
1913 Demo Dataset 500-10018 Active 500-10018| Doris Jack Fernandez| 3 Dottie Crossing|S GWL - Open N/A - Unassigned 11/05/2014 12:33:47
1921 Demo Dataset 500-10018 Active 500-10018 Doris Jack Fernandez| 3 Dottie Crossing|S PEP/EDD - Open N/A - Unassigned 11/05/2014 12:33:47
1929 Demo Dataset 500-10019 Active 500-10019| Evelyn Elizabeth Lawrence| é Elmside Lane PEP/EDD - Passed by Rules N/A - Final 11/05/2014 12:33:47
1938 Demo Dataset 500-10020 Active 500-10020| Peter Ronald Bishop| 90340 Hauk Drive | Tru PEP/EDD - Open N/A - Unassigned 11/05/2014 12:33:47
1870 Demo Dataset 500-10021 Active 500-10021|Andrea Samuel Edwards| null | Alturas|MT| 11 PEP/EDD - Open N/A - Unassigned 11/05/2014 12:33:47
191463 Demo Dataset 500-10021 Active 500-10021| Andrea Samuel Edwards | null | Alturas | MT| 11 GWL - Open N/A - Unassigned 11/05/2014 12:33:47

Records 1-20 of 1000(+) Total Records

Assign Selected Results To User: | --Select-- ¥
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21.3.Review a Case

1.

2.

10.

11.

12.

13.

Click the Unique ID associated with the Case you would like to review.

High level information will be provided at the top of the screen. This includes the Dataset
Name, Case ID, Unique ID (of the input record), Sub-case Status(es) and the assigned user.

If a specific Case has matches against multiple Types of Lists then multiple tabs will occur
(called sub-cases). Click on tab with the List name that you would like to review. The List
names are as follows:

a. Global WatchList (GWL)

b. Politically Exposed Persons (PEP)/ Enhanced Due Diligence (EDD)
c. Commodity (CWL)

d. Private

The input record and input record history will be provided on the left side of the screen.
This displays all fields available for this record and a view of previous version (based on
changes made to the record)

Assign a Match Status from the dropdown list.

Review all the potential matches within the Case and click the checkbox(s) on the particular
Entity(ies) that you would like to make a Status decision on. When a checkbox is selected,
drop downs will be provided to change the status and provide review notes.

Entities/matches will be sorted based on their Case Hierarchy status and then their Risk
Score. Cases with a green arrow are considered to be “Passed by Rule.”

Click the green (+) sign to unwrap more Entity Information in the Case Review Screen.

You can expand all matches in a case by clicking the “expand all” button. You can then
collapse all matches by clicking the “collapse all” button.

There is a selection box provided to select similar match statuses for bulk dispositioning.

Each match will highlight what was matched between the input record and the entity. By
clicking the highlighted portion in the match review, you can see more information. This
functionality may be limited when “expand all”” is clicked.

Matches are grouped by entity. If an entity is on multiple WatchLists, sources will be
referenced together.

There is also a reference of the Entity history (within the match information) that details a
history of any changes that were made.
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14. You can make attachments to a Case by clicking Choose File at the bottom of a Case. You
are able to attach a Word document, Excel spreadsheet, JPEG, and many other file formats.
The attachment will be stored in the Audit Trail and attached to the match after it is saved.

15. You can add a pre-configured Review Note from a dropdown list or enter a custom Review
Note in the text box. (Optional)

16. After reviewing and updating the match the following options are available:
a. Click on Save to save the updated status(es) and reload the case.

b. Click on Cancel in the bottom right hand corner of the Case Review screen to
return to the Case Search results screen without saving your changes.

c. Click Next in the bottom right hand corner of the Case Review screen to move to
the next Case Review.

» NOTE: If you do not Save the changes made on your Case before clicking Next
then they will not be saved.
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Case Review Screen

© Case Review

Case ID: 1823 Unique ID: 500-10004 Dataset Name: Demo Datasst
Sub-case Status: GWL - Open Assigned User: DemoAdmin
PEP/EDD - Open DemoAdmin
Private - True Match N/A - Final
« = Required Field
Input Record History: GWL |[ PEP/EDD | Private
Version: 11/05/2014 12:33:47 Select: None v Expand All
Unique ID: 500-10004
Name: Linda Craig Mendoza + £3.33% 5887103 USP CRAIG, LINDA Open -
Asidress: null
Y Loomks ¥ + 28.57% 2950371 EUA MENDOZA HERNANDEZ, LINDA Open
Zip/Postal Code: 23804
State/Province: Mississippi + 75% 5417886 USP LINDH, CRAIG Passed by Rules °
Country: Central African Republic
DOEB: 12/02/1951 .
Gender: Male + 34% 1711025 PEP MENDOZA DE ACHA, ANA MARIA JUANITA Passed by Rules @
SSN: 255-88-2624
CC: 201959220687952 + 33.85% 5695003 ESA MENDOZA, ANA LIZ Passed by Rules @

Currency Code: SEK
Phone: 1-(525)846-8252
Email: cmendoza@lazz.edu — 5729450 PEP 03 Matched Date:10/13/2016 05:35:49 Status:Passed by Rules @

Website: http://princeton.edu

MENDOZA NINFA

Risk Score : 28.95%
Name : MENDOZA BARRERA, NINFA

Titles : MOTHER OF ESTEBAN ALBARRAN MENDOZA, MAYOR OF IGUALA DE LA
INDEPENDENCIA, GUERRERQ STATE

Addresses : MEXICO (MX)
DOBs : May 09, 1345
Original Source : PEP
POBs : Coyuca de Catalan, Guerrero, Mexico

Entitylevel : N/A 54
Review Notes
Notes: | --Select-- v Status:| --Select-- v
Screening History:
[ Gate | Adviy | Ubtheme | FullDelta [ imtruction | Verson I8
11/10/2014 16:11:18 Screening (Watch List Change) Accuity's OFAC List Delta GWL Fuzzy  20141110124852
11/08/2014 05:11:19 Screening (Watch List Change) UN Delta GWL Fuzzy  20141107212041
11/08/2014 05:11:18 Screening (Watch List Change) SGP Delza GWL Fuzzy  20141107212100
11/06/2014 19:11:40 Screening (Watch List Change) SGP Delta GWL Fuzzy  20141105141110
11/06/2014 17:11:29 Screening (Watch List Change) Accuity OFAC Enhancements Delta GWL Fuzzy  20141106144544
11/06/2014 17:11:25 Screening (Watch List Change) Accuity's OFAC List Delta GWL Fuzzy  20141106142817
11/06/2014 03:23:05 Screening (Watch List Change) US PEP List powered by WorldCompliance Delta PEP Exact 20141103222033 -

Show Full Audit Trail

Case Attachments:
| Description | FileName | UploadedBy | Uploaded ||
Attach Document to Case (1823)
File: ['Choose File | No file chosen + (Max file size: SMB)
Description:

Zla (Max
characters: 100)

© 2018 Accuity. All Rights Reserved.
Page 128 of 133



Compliance Link
Version 3.4 Administrator Guide

21.4.Printable Page

At the top right corner of the Case Review screen, a user can format the case for printing. This will
open a new tab, or browser, with the formatted case information.

21.5.Audit Trail

At the bottom of each Case Review a full Audit Trail for your Screening History will appear The Audit
Trail have a record for each time this input record was screened and/or changed by data import. The
Audit Trail contains the following information:

1. The Date in which the Audit Trail changed.

2. The Activity for the change in the Audit Trail, options include: Screening (Input Record
Change), Screening (Watch List Change), and Input Record Change.

3. The specific List Name that the Case appeared on or the List that changed.

4. Full/Delta shows whether the screen was performed against a delta (add/change) or full
watch list.

5. Instructions provide the name of the Dataset that was screened against.

» NOTE: The Dataset in the Instructions is a hyperlink that will provide the
Instructions from the Dataset at the time of the screening. If a Dataset is
edited the hyperlink in the Instructions will not update. This will allow the
User to know exactly how something was screened at the time of the
screening, since Datasets will likely change over time.

6. The Version of the list screened against. The number listed under Version provide the date
of the List from the Version was updated, it appears in the following format: year, month,
day, hour, minute, second.

Screening History:

Dt Temon it JrulboiaJretcion Ve |
09/29/2014 10:28:22 Watch List Change Dave Test Delta PVIL Screening 20140929090310
09/29/2014 10:24:20 Customer Data Change Dave Test Full PVIL Screening 20140908092344
09/29/2014 10:24:19 Customer Data Change Accuity OFAC Enhancements Full Sanctions Only 20140502191929
09/29/2014 10:24:18 Customer Data Change BofE Full Sanctions Only 20140822114306
09/29/2014 10:24:17 Customer Data Change AU Full Sanctions Only 20140627151602
09/29/2014 10:24:16 Customer Data Change Accuity’s OFAC List Full Sanctions Only 20140902191038

Show Full Audit Trail
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21.6.Previous Case Search

Start by clicking Previous Case Search under the Case Search tab in Automated Screening Manager.
This will allow you to quickly access all of your previous Case Searches. This search has all of same
functions as the Case Search screen.

COMPLIANCE LINK

WELCOME
TRy UED © Case Search
Your Company Name © Search
ADAIN EUNCTIONS [ Dataset | Uniqueld] CustomerStatus | Record Sample | Case Statun | _Assgned User |
KBs Grouped Dataset Al Active A1,"KHALAF DULAYMID","4000 DWT IRAQI FLAG","IRAQI No Matches  N/A - Unassigned
KBs Grouped Dataset AZ Active A2,"IBRAHIM ALDURI","470 DWT IRAQI FLAG","STATE OR No Matches  N/A - Unassigned
KBs Grouped Dataset A3 Active A3,"ELIVVAH HUSSEIN","450 DWT IRAQI FLAG","STATE OR Mo Matches  N/A - Unassigned
KBs Grouped Dataset A4 Active Ad,"ALAIWAH HUSSEIN","450 DWT IRAQI FLAG","STATE O Mo Matches  N/A - Unassigned
SCREENING KBs Grouped Dataset A5 Active A5,"ALLIBI MUHSIN®,"D.W.T. NfA IRAQI FLAG","STATE No Matches  N/A - Unassigned
KBs Grouped Dataset A6 Active A6,"ABDUL YASIN","D.V/.T. N/A IRAQI FLAG","STATE OR No Matches  N/A - Unassigned
CASE MANAGEMENT KBs Grouped Dataset A7 Active A7,"MOTASSADEQ MOUNIRE", 4400 DWT IRAQI FLAG","IRA No Matches  N/A - Unassigned
KBs Grouped Dataset A8 Active A8,"ABU ZUBAYDAH","4000 DWT IRAQI FLAG","IRAQI STA No Matches  N/A - Unassigned
KBs Grouped Dataset A9 Active A9,"HUSSEIN ALABIDIN","4400 DWT IRAQI FLAG","IRAQI No Matches  N/A - Unassigned
For support, please email 3 .
Support@Accuity.com KBs Grouped Dataset  B10 Active B10,"ALEGRIA DE PIO","NAVIERA MARITIMA OF AROSA™,, Mo Matches  N/A - Unassigned
KBs Grouped Dataset B100 Active B100,"JULAIDAN HAMZA","AL MASOOD BLDG, KHALIFA STR GV/L - Open  N/A - Unassigned
KBs Grouped Dataset B101 Active B101,"ZAV/AHIRI AIMANT,"KHALFAN BIN RAKAN BLDG, KHA GWL - Open N/A - Unassigned
KBs Grouped Dataset B102 Active B102,"ARAB BANK FOR INVESTMENT & FOREIGN TRADE","A No Matches  N/A - Unassigned
KBs Grouped Dataset B103 Active B103,"IRAQI IMPORTS","TRADE IN MUNITIONS CONTROLLE No Matches  N/A - Unassigned
KBs Grouped Dataset B104 Active B104,"ZASTIRFY CORP","TRADE IN MUNITIONS CONTROLLE No Matches  N/A - Unassigned
KBs Grouped Dataset B105 Active B105,"0MRI SHARON","TRADE IN MUNITIONS CONTROLLED No Matches  N/A - Unassigned
KBs Grouped Dataset B106 Active B106,"SOE WIN","TRADE IN MUNITIONS CONTROLLED BY D Mo Matches  N/A - Unassigned
KBs Grouped Dataset B107 Active B107,"aBuakomnaHua Cubana”,"TRADE IN MUNITIONS CON GV/L - Open  N/A - Unassigned
KBs Grouped Dataset B108 Active B108," "HanouteaHu cuctemid” EAJ, "TRADE IN MUNITIO No Matches  N/A - Unassigned
KBs Grouped Dataset B109 Active B109,” (T8 » TEFRBAKERFEEDBRLA",,, BEIJING”,,"CHINA",, Mo Matches  N/A - Unassigned
Records 1-20 of 86 Total Records
123452 2>

22. AUTOMATED SCREENING LOOKUP

The Automated Screening Lookup allows for users to search for existing data within a dataset, as well
as, import/edit and screen new, or existing, input records manually through the interface. Access to
the Automated Screening Lookup screen is determined by the feature set, Automated Screening
Lookup, and the User Groups assigned to the dataset from the Manage Datasets screen.

Search for Existing Records

1. Click on Automated Screening Lookup from the sidebar

2. Select the dataset from the Dataset dropdown. If you have access to one dataset, no
dropdown will appear.

3. Enter the Input Record’s Unique ID in the top section of the screen

4. Click on Search
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5. If the Input Record exists in the dataset, the fields will be populated with the existing record,
if not, an error message

© Automated Screening Lookup
+ = Required Field
Dataset: | Demo Dataset ¥ E

Unique ID: 123456

Import and Screen Data

=

Click on Automated Screening Lookup from the sidebar

2. Select the dataset from the Dataset dropdown. If you have access to one dataset, no
dropdown will appear.

Enter the information in the available fields

4. Click on Import & Screen

>

& Automated Screening Lookup
+ = Required Field
Dataset: | New Dataset Lookup ¥ m

Unigue ID: m

* Acct Number: 234557

Name: Matthew Wingrove
DOB: 5/15/1954
Address: 12356 Main St.
City:

Country: United States
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Reviewing Cases

All cases created through the Automated Screening Lookup screen will go through the same workflow
for file import and automated screening records. Depending on the Case Assignment, the lookup user
may, or may not, be able to access the case. If they have access, a hyperlink that will take them to the
Case Review screen will appear in the Response section.

® Automated Screening Lookup
» = Required Field
Dataset: | New Dataset Lookup ¥ m

Unigue 1D: m

+ Acct Number: 234587

Name: Matthew Wingrove
DOB: s/15/1954
Address: 12356 Main St.
City:

Country: United States

=

® Response
Case ID: 155184  Unique ID: 234567 Dataset Name: MNew Dataset Lookup Assigned User: N/A - Unassigned Case Status: - No Matches
[ UserName | UserGrowp | ScreencdDate | Sereening Litl)
Demao Admin Test 08/19/2015 12:15:52 US PEP List powered by WorldCompliance
PEP List powered by WorldCompliance
Hda
PLM Test List
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23. ERRORS

All errors will be displayed at the top of the current screen and surrounded by a red box. One example
below:

® Interactive Lookup

| «Name is required

+ = Required Field v = Screening Field
Screening Profile oFac  [v]
Unique ID : 1 520100629010652
Region :
+ Name : v

Address : (450

City : [Champaign v
State :
Country : ysa v

Response
Response is not available vet.

About Accuity | Benefits | Privacy Policy | Contact Us

erved

®2010 Accuity, Inc. Al rig

© 2018 Accuity. All Rights Reserved.
Page 133 of 133




